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COMMANDERS OF THE COMBATANT COMMANDS
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS

SUBJECT: Federal Risk and Authorization Management Program Moderate Equivalency for
Cloud Service Provider’s Cloud Service Offerings

References: (a) Federal Risk and Authorization Management Program,

. https://www.fedramp.gov/assets/resources/documents/FedRAMP_Policy
° I Memo.pdf
S e C u r I ty ASS e SS m e nt P a n (c) DFARS 252.204-7012, “Safeguarding Covered Defense Information and
Cyber Incident Reporting™

o Sec U rity ASSESS m e nt Re pO rt by Fe d RA M P 3 PAO This memorandum provides guidance and clarification to references (c), paragraph (b) (2)

(ii) (D) regarding the application of Federal Risk and Authorization Management Program
(FedRAMP) Moderate equivalency to Cloud Service Offerings (CSOs) when used to store,

[ P I a n Of Act I O n a n d M I I e Sto n e S process, or transmit covered defense information (CDI). This memorandum does not confer

FedRAMP Moderate Authorization to CSOs that meet the criteria for equivalency.

. . . This memorandum does not apply to CSOs that are FedRAMP Moderate Authorized
— Continuous Monitorin g On |y under the existing FedRAMP process. FedRAMP Moderate Authorized CSOs identified in the
FedRAMP Marketplace provide the required security to store, process or transmit CDI in
accordance with Defense Federal Acquisition Regulations Supplement (DFARS) clause 252.204-
7012, *Safeguarding Covered Defense Information and Cyber Incident Reporting™ and can be
leveraged without further assessment to meet the equivalency requirements.

f 3 PAO V I 'd H To be considered FedRAMP Moderate equivalent, CSOs must achieve 100 percent
N O POA& M S O r a I atl 0 n compliance with the latest FedRAMP moderate security control baseline through an assessment
conducted by a FedRAMP-recognized Third Party Assessment Organization (3PAO) and present

O pi n io n . 2 N at i o n State the following supporting documentation to the contractor as the body of evidence (BoE):
(]

DFARS 7012 c) — g) incident reporting, malware, etc applies

https://dodcio.defense.gov/Portals/0/Documents/Library/FEDRAMP-EquivalencyCloudServiceProviders.pdf

Approved for Public Release



https://dodcio.defense.gov/Portals/0/Documents/Library/FEDRAMP-EquivalencyCloudServiceProviders.pdf

Cloud Service Provider (CSP) Services and Government Standards Summary
Industry as Customer/Tenant with Government Sensitive Data Specifications

Product

Product A Commercial
Product B Moderate
Product C High
Product D Commercial

Product E Government
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Cloud Type

Public

Government

Government

Public

Government

FedRAMP
Authorization

High/JAB

High/DISA

SaaS Moderate

High/Treasury
Moderate/JAB

High/JAB

ITAR/EAR*

Foreign NIST
Restricted 800-53/171
Yes + 7012
No
Memo
No Yzs
Yes Yos
No Yas
Yes Yes

Cloud Service Provider and Tenant(s) Share Configuration & Operations




FedRAMP & OSCAL

Overall SSP Checks

 1a s the correct SSP Template used?

 1b Is the correct Deployment Model chosen for the system?

L 2 Do all controls have at least one implementation status checkbox
Q

Q

selected?

3 Are all critical controls implemented?

4a Are the customer responsibilities clearly identified in the CIS-
CRM Tab, as well as the SSP Controls (by checkbox selected and in
the implementation description)? Are the CIS-CRM and SSP controls
consistent for customer responsibilities? A sampling of seven —

' OSCAL Overview

What is CJ\C AL’

ommon machine-readable language that will digitize Security Package documents

I (X8 ‘.\I

controls involving customer roles is reviewed. .

Q 4b Does the Initial Authorizing Agency concur with the CRM M
(adequacy and clarity of customer responsibilities)? il Pk Future, Digitized Packages

O 5 Does the Roles Table (User Roles and Privileges) sufficiently Marwally prepered. i T ——
describe the range of user roles, responsibilities, and access
privileges? BENEFITS OF OSCAL

O 6 Inthe control summary tables, does the information in the | oo ~  For FedRAMP and Agencies... DD Torthe Marketplace
Responsible Role row correctly describe the required entities L Smmerinsones JER N6 a4 devopment of me o h
responsible for fulfilling the control? (50% complete, control e
mapping will complete this work in 18F/fedramp-automation#51)

O 16
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https://github.com/18F/fedramp-automation/issues/51

OMB FedRAMP Modernization Memo

Replaces ~12 year dated Office of Management and Budget (OMB) Memorandum
With intention to Strengthen the FedRAMP Cloud Authorization Program

Transition Away

Key Areas :
Risk Profiles & Evolvin rom Govt Automation
_ 5 Specific Cloud
Cyber Risks
Increase Agency Use/Re-use of 3 Months 6 Months
FedRAMP cloud products and & Produce a plan
. O Charter & O Use of cloud that P O Automate security
SErvVICesS Member Slate meet FedRAMP ?Eglgivl\ji ?;;?g assessments and
Stream“ne the Fed RAMP securi.ty requirements reviews
Author . > (O Memo Program & and risk-based O Consult industry O Mach dabl
uthorization Process Plan Implementation performance achine readable
w/industry best practices Lo (OB GSA B CBA oo o g
- Budget authorization an
i i Timeline (O Update continuous cont|'nuc.3us
Inf((j)rl:ﬁatlon Sharlng on threats + Strategy monitoring (O Transition Federal monitoring
and best practices Agencies from use
of Govt-specific
NIST RMF & Standards cloud infrastructure
* Refe rence to SW provenance https://www.fedramp.qov/2024-06-04-fedramp-governance/

https.//www.fedramp.qov/assets/resources/documents/FedRAMP-Program-Roadmap-2024-2025-Public-Artifact.pdf
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https://www.fedramp.gov/2024-06-04-fedramp-governance/
https://www.fedramp.gov/assets/resources/documents/FedRAMP-Program-Roadmap-2024-2025-Public-Artifact.pdf
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