
Technology/Services Specific

• DoD CUI Registry – USD (I&S)
• FedRAMP Moderate & “Equivalent”
• FedRAMP SaaS
• NSA/CYBERCOM
• Resiliency, AI, Semi-Conductor, 

Executive
• EO Cyber 14028
• EO Supply Chain Review
• National Cyber Strategy
• Technology Memos

Legislative
• NDAA(s) & FY25
• 889B & Prohibitions
• Resolutions & Bills

Judicial
• Reporting
• False Claims Act

Regulatory

•  DFARS CUI/CDI/CTI
• FAQs/DoD Websites
• Safeguarding & 

Reporting            
(Rule 7012)

• DCMA 
Assessments/Score 
(Rule 7020)

• CMMC 2.0             
(Rule 7021 09/2025)

•  FAR (Govt)
• Basic Cyber
• NARA CUI Pending
• Incident/Threat
• Part 40 Supply 

Chain, SW, Security

• Other(s)
• ITAR/EAR
• Sector Regulations; 

CIRCIA

NIST
 Nonfederal
• 800-171
• 800-171A
• 800-172
• 800-172A
• Cyber Security 

Framework
 
Federal
• 800-53, 53A, & 53B
• 800-161/218       
Cyber Supply Chain 
Risk Mgmt; Software 
• FIPS, Bulletins,
          Drafts, & Papers
• 800-37 Risk Mgmt 

Framework
• 800-63 IdAM

Administrative

• SEC
• DOJ/FBI
• FedRAMP
• DHS CISA
• National Security Advisor
• GAO
• OMB
• GSA
• National Cyber Director
• NARA CUI Program

• Registry
• ISOO Notices
• Handbook/Guide(s)

• Cross/Agency Task 
Force(s)

Standards

Standardizations

• ISO/IEC Standards
• (AU) Evaluation Program
• (CA) Protected B
• (UK) Cyber Essentials, 

Essentials Plus, GDPR
•  
•  
•  

International

US Government

Department of
Defense

Services, Offices &
Programs:

DoD Memorandums, Directives, Letters
• DoD I&S DOD Instruction DoDI 5200.48 CUI & DCSA Guidance
• DoDI 5230.24 Marking
• DoDI 5000.90 Cybersecurity for Acquisition…& Program Managers
• NISPOM/DD254s
• Statements of Work, Performance Work Statements, CDRLs, …

Cybersecurity Policy Landscape

Approved for Public Release
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32 CFR 120 International Traffic in Arms Regulations
15 CFR 734 Export Administration Regulations *EAR99 Exempt
Assessor(s): Department of State and/or Commerce & DIBCAC

252.204-7012 Safeguarding Covered Defense Information
and Cyber Incident Reporting & Supplier Performance Rating 
System (SPRS) 252.204-7020 NIST SP 800-171 
Assessor(s): DoD DCMA DIBCAC or Future DoD CMMC C3PAO

NARA FAR Open Case 2017-016 CUI – Pending
Assessor(s): TBD Specified by each Agency’s Authority

52.204-21 Basic Safeguarding of Covered 
Contractor Information Systems
Assessor(s): Contract Agency Review(s)
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DoD CUI &
Classified Comingled

DoD CUI NOFORN
No Non-US Citizens/No Foreign

DoD CUI

Government Controlled
Unclassified Information (CUI)

Federal Contract Information (FCI)

# 
of
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 Categorization Authorities/Regulation/Contract Requirements

U.S. Government & DoD/DIB Sensitive Data Landscape - Summary

Additional
Considerations:
• Contract

Requirements
• Incident

Reporting
• Award Fees
• Fines/Debar
• False Claims

Security
Requirements

Approved for Public Release
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NARA

Action Impact Timeline

DoD

NIST

Public
Comment

Sets DFARS 7012 
to NIST 800-171 

Rev 2

Final Release 
of Rev 3 

Potential to
Simplify CUI

Dependent 
on Terms of 

Deviation 

Initiate
Gap Analysis 

& Use of POA&Ms

Rule 2Q24
Estimated

Issued
2 May 2024

Published
14 May 2024

& 1 Year+

FAR CUI

Class
Deviation 7012

800-171
Rev 3

U.S. Govt Sensitive Information “Cascading” Items for 2024

Approved for Public Release
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DoD Defense Pricing and Contracting (DPC) Issued Class Deviation on 2 May 2024
• Verify Inclusion https://www.acq.osd.mil/dpap/dars/class_deviations.html

Watch Items:
• DoD has option to rescind at anytime

• DFARS 7012 is being modified & in Rulemaking
• NARA FAR CUI Imminent per DoD
• CMMC Policy proposed rule specifies 800-171 Revision 2

• May require informing DoD Contracting Officers 

Excerpt:

NARA FAR CUI - Pending
Implements the National Archives and Records 
Administration (NARA) Controlled Unclassified 
information (CUI) program of E.O. 13556, which 
provides implementing regulations to address 
agency policies for designating, safeguarding, 
disseminating, marking, decontrolling, and 
disposing of CUI. 
05/20/2024 CAAC Chair sent draft proposed FAR 
rule to OIRA. OIRA reviewing.

Approved for Public Release
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• 110 pages, Format Change & no Change Management/Change Log
• Count of heading requirements from 110 to 97, however

• Sub-requirements under review for “true” count
• Organization Defined Parameters (ODPs) have doubled in number

from 40+ to 80+; contrary to public comments
• Term “Independent” removed from Audit and Review POA&Ms

• Not directly related to protection of CUI (03.12.02 (b) 2)
• No change in Supply Chain Risk Management Family 03.17.01-03

• Plan, Strategies, Tools, & Requirements and Processes
• Excerpt: Enforce the following security requirements to protect against

supply chain risks to the system, system components, or system services
and to limit the harm or consequences from supply chain-related events:
[Assignment: organization-defined security requirements]

“Action”
Count:

2

20

1
2
1

1
1
1

1
1

1
1
1

1

4

4

2+
Total  45+Approved for Public Release
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• Organization Defined Parameters (ODPs) have doubled in
number from 40+ to 80+

• Contrary to public comments to limit and request to
clarify organization to the system owner (Company
specified in place of Government Agency specified)

• Parameters may be expanded per the terms used:
• Selection (one or more)
• Circumstances
• Functions
• Events
• Additional Actions
• Configuration Settings
• … variations are exponential

Approved for Public Release
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• Expectation one or both rules could be published by October 2024
• Congress requires a 60-day review prior to adjourning in December
• Congress seat and new session could delay or change the rules

Notional DoD CMMC Timeline
DoD Policy Pending

32 Code of Federal Regulations (CFR) 

Authorizes the DoD to implement the CMMC 
program, framework and components 
• The proposed rule was published Dec 2023

& public comments provided
• DoD adjudication of comments in process

DoD Requirements Pending
48 CFR DFARS 252.204-7021 

Establishes the requirements for 
incorporating CMMC into DoD contracts

Source: NCMSCMMC – Cybersecurity Maturity Model Certification
OIRA – White House Office of Information Regulatory Affairs

Approved for Public Release



National Defense Authorization Act (NDAA) FY25 - Status
350+ Amendment Provisions filed

House
• HR 8070 Week of June 10th for House Floor
• House Cyber, Information Technologies, and Innovation Subcommittee

• AI, Quantum, Mobile Device
• Volunteer/Free Cyber Experts, Rotational Assignments
• DoD ATO Streamline

Senate
• $55B increase from 3% to 5% GDP
• Senate Armed Services

Committee debate June 11th

Cyber Subcomittee Excerpt:
DOD Defense Innovation Unit’s 
available scientific and engineering 
positions, from five to 35, and allow 
five positions to be paid at 150 
percent of the maximum rate

Approved for Public Release
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Directives and/or Frameworks
Individual & Specific initially to 
Critical Infrastructure Sectors - 
• Communications
• Information Technology
• Financial Services
• Healthcare
• Transportation
• Maritime

New FAR Part 40 titled
“Information Security and

Supply Chain Security”

Approved for Public Release
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Watch Items -
• Repository for Federal IT
• Critical Software
• Legality of Licensed
• Risks & POA&M
• SBOM

Approved for Public Release



Securities & Exchange Commission

Publicly Traded Company Disclosures Required
Materiality Questions being filed with Disclosures

Public companies to disclose both material cybersecurity incidents experienced 
and, on an annual basis, material information regarding

cybersecurity risk management, strategy, and governance

SEC Erik Gerding Director, Division of Corporation 
Finance Statement on Materiality -
“encourage the filing of such voluntary disclosures in a 
manner that does not result in investor confusion or 
dilute the value of Item 1.05 disclosures regarding 
material cybersecurity incidents”

DoJ Matthew Olsen, Asst Attorney General for National 
Security – “delayed companies’ disclosures because 
making the attacks public would create substantial 
risks and raise national-security concerns”

Approved for Public Release



Cybersecurity Regulatory Landscape – Key Change

DoD issued Class Deviation on 
2 May 2024 in anticipation of 
NIST 800-171 Rev 3 Release

Removes language at time of 
solicitation and specifies NIST 
800-171 Rev 2

Immediately effective, 
communications and 
procedures pending

DFARS 7012 Class Deviation
NIST 800-171 Rev 2

National Archives and Records
Administration (NARA) FAR CUI

NARA has Agency 
Authority for Government 
CUI Program

Open FAR Case since 
2017 with Govt Officials 
indicating pending 
release

Rule will “Simplify” CUI

Consolidates multiple 
SCRM and C-SCRM best 
practices

Many controls require flow-
down requirements to subs

Regulation(s) pending, 
FAR Part 40 RFI due        
10 June 2024

FAR Part 40
Supply Chain Risk Management

Approved for Public Release
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