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Source: Lewis, Grace A., Stephany Bellomo, and Ipek Ozkaya. "Characterizing and Detecting Mismatch in Machine-Learning-Enabled Systems." In
2021 IEEE/ACM 1st Workshop on Al Engineering-Software Engineering for Al (WAIN), pp. 133-140. IEEE, 2021.
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Reasons for Mismatch Related to Tests and Test Cases

Model Developer Perspective Model Integrator Perspective
(Data Scientist, ML Engineer) (Software Engineer)

No idea how to test ML models

« No requirements to guide development

or test against « No data for testing

* No system context to guide design « No model documentation or
decisions specification to guide test case

* No representative test data development

* Unrealistic stakeholder expectations ML model does not pass integration

about machine learning capabilities and/or system tests

Consequence: ML-enabled systems that do not meet requirements and falil

during mission
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MLTE (ML Test and Evaluation)
MLTE is a a system-centric, quality-attribute driven, semi-automated process and

infrastructure that enables negotiation, specification, and testing of ML model and
system qualities.

MLTE (ML Test and Evaluation) produces evidence of testing activities that can be
shared with model acquirers and integrators to inform integration and T&E activities.

Co-developed and used by Army Artificial Intelligence Integration Center (Al2C) as
part of their model development process with very positive feedback and results.

Available as open source.
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SDMT focuses on
obtaining evidence of
satisfaction of model

and system
requirements

Test Catalog
contains reusable
(organizational)
examples of test
cases organized by
quality attribute

Test Cases are first-
class artifacts that
define metrics,
measurement
methods, and
passing conditions

MLTE Report
records and
communicates test
results




MLTE Next Steps — Motivation

DoD T&E State of the Practice

« OT, DT, and CT organizations and activities are
segregated and disconnected

 Limited by static, document-centric T&E processes

 Current push for Integrated T&E — more digital, tool-
supported and iterative

Al/ML T&E State of the Practice
» T&E mostly focuses on model performance

» System-relevant properties are ignored or pushed to
discovery in operations

» Data quality evaluation criteria and tools are limited
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Continuum

Extend MLTE to support
faster fielding of ML-
enabled capabilities by
developing and

transitioning a repeatable,
system-centric, quality-
attribute driven, semi-
automated process and
infrastructure for integrated
testing of ML capabilities
across CT, DT, and OT
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Framing the Problem

Failed Tests Attributed to Model Problems

Failed Tests
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e Failed tests cause compounded delays in
fielding of capabilities — especially if
problems found in OT can be traced back to

model problems
Segregation of test organizations in DoD
leads to uninformed and inefficient testing
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Continuum — Establishing the Practice of ML Integrated T&E
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Integrated T&E Supported by Continuum
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activities

Tests can be rerun
and extended on the
government side

Automated
regression testing
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Goal: Reduce time to value (TTV) for ML-enabled
capability delivery due to

(1) reducing unnecessary OT activities and
(2) reducing remediation activities due to discovery
of defects during OT.

TTV is defined as time between end of DT (government
determines system is ready) and end of OT (system
passes all operational test events/iterations).
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Contact Information

Dr. Grace A. Lewis (Pl)
Principal Researcher
Tactical and Al-Enabled Systems (TAS) Initiative Lead

Telephone: +1 412.268.5851
Email: glewis@sei.cmu.edu
WWW: http://www.sei.cmu.edu/staff/glewis
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Tools

TEC: ML Mismatch Analysis Tool

» Tool: https://github.com/cmu-sei/TEC

 Descriptors: https://github.com/cmu-sei/ml-mismatch-descriptors
Train-Test Leakage Detection Tool

« Command line version: https://github.com/malusamayo/leakage-analysis

 Jupyter Labs plug-in: https://github.com/Kurt-t/data-leakage-detection-
extension

ML Test and Evaluation (Collaboration with Al2C)
* https://github.com/mlte-team/mlte
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