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Agenda
• Introduction

 How research supports Protection, Sustainment, and Warfighter 
Performance (PS&WP) initiatives for cognitive preparedness, 
assessment, warrior systems integration, and analysis  

 Key Terms, Acronyms, and Statistics
 What a Space System Consists of
 Cyber War: How Space and Flight Systems Can Become Compromised

 Super-EMP Weapons, Hypersonic Ballistic Tracking Space Sensors (HBTSS), 
U.S. Cyber Command (USCYCOM) for Defense Against Cyber Adversaries 

• Research Objectives, Scope & Approach
• General Strategy Used to Conduct Research

• Conclusion
• The importance of human systems interaction (HSI) to keep pace with 

the evolving needs of warfighters and the systems they use 
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Presenter Notes
Presentation Notes
In the DoD, across the NATO Command Structure, in private, public, and aerospace sectors, there is a need for cybersecurity oversight and creating a way for systems and assets to be protected in all scenarios against all types of attackers, even though it is nearly impossible to achieve. 

Understanding the cyber-relevant cognitive vulnerabilities and their impacts supports DOD and NATO concept development, strategic plans, and policies. In 2022, HQ SACT conducted several working-level Solution-scoping workshops for the Cognitive Warfare Concept in Madrid. The Cognitive Warfare concept is a Line of Duty (LoD) in SACT’s Warfare Development Agenda (WDA), approved by Nations as the implementation vehicle for the NATO Warfighting Capstone Concept (NWCC). Cognitive Warfare in NATO’s Warfare Development Agenda highlights the importance of military preparedness when adversaries continually attack to disrupt values or cognitive load for task performance. Today’s talk supports Protection, Sustainment, and Warfighter Performance (PS&WP) by focusing on technologies that implicate cybersecurity by identifying the impacts of cyber-relevant cognitive vulnerabilities to develop Cyberpsychology-informed Defenses, also referred to as “(CyphiDs)” that ultimately enhance design processes, harden systems and increase U.S. cybersecurity posture against cyber-attacks. 



Key Terms and Acronyms
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Acronym Definition
APhiDs Adaptive Psychological-informed Defenses automate the Cyberpsychology-informed Defenses (CyphiDs)  via modeling 

techniques.

C6 ISR (Command, Control, Communications, Computers, Cyber-defense, Combat Systems) (Intelligence, Surveillance and 
Reconnaissance) are technologies and services that optimize situational awareness for decision makers.

CISA Cybersecurity and Infrastructure Security Agency: Provides regional cyber and physical services to support security and 
cybersecurity events in the US.

CogVul Cognitive Vulnerability: Erroneous belief, cognitive bias, or patterns of thought that predispose a person to psychological 
problems. The tendency of a person to generate overly negative inferences about the cause, consequences, and self-worth. (e.g., 
vulnerabilities to loneliness, depression, and anxiety, etc.); COVID-19 impacts

Cyber Deception Cyber Deception is a defensive technique that considers human factors and the components of a cyber-attack. Deception aims to 
make it more difficult for hackers.

CyphiDs Cyberpsychology-informed Defenses are developed by identifying the impacts of cyber-relevant cognitive vulnerabilities.

Cyberpsychology Cyberpsychology studies the mental and emotional effects, implications, and phenomena of digital devices and internet use.

fMRI Functional Magnetic Resonance Imaging: Measures the small blood flow that happen with brain activity. Used to examine which 
parts of the brain are handling critical functions. (e.g., effects of stroke)

fNIRS Functional Near-Infrared Spectroscopy: Non-invasive, portable method that employs near-infrared light propagating through the 
scalp and brain for functional monitoring and imaging. (Frontal regions)

Human-Computer 
Interface (HCI)

The interface between humans and computers. (e.g., desktop apps, internet browsers, and handheld computers that exploit 
graphical user interfaces (GUI) and voice user interfaces (VUI) for hands-free driving capabilities).
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Presenter Notes
Presentation Notes
I want to highlight several key terms that will be heard today: APHiDs, CogVul, Cyber Depction, CyphiDs, Cyberpsychology, fMRI and fNIRS.



Research Objectives & Scope

Behavioral 
Science

Software 
Engineering

Systems 
Engineering

Supply Chain 
Management

Network 
Science

Cyberpsychology 
for Defense

Human Systems Interaction (HCI)
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Cognitive Vulnerabilities and Their Impacts on Protecting                     

Space and Flight Systems from Cyber Attacks
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Presenter Notes
Presentation Notes
This presentation is a collection of approaches examining how Advanced Analytics and Cyberpsychology for Defense can be used to predict cyber-attack behaviors. 

OBJECTIVES
The research objective is to examine data and understand the implications of cognitive vulnerabilities to mitigate cyber-attacks proactively. 

Research can potentially support design approaches that provide solutions for the evolution of humans and the technology that considers software sustainment. 

CISA, NSA, FBI, and Intl Partners release new “Secure by Design” guidance, which highlights shifting the balance of Cybersecurity Risk. It provides principles and approaches for software manufacturers to take urgent steps to ship secure products by design. It also discusses development programs that allow only secure design products to be shipped to customers.

SCOPE
The scope of research cross-pollinates the behavioral science of human-computer interaction, systems, and software engineering, Supply Chain Management (SCM), network science, cybersecurity, and psychology while integrating human-systems interaction.



Cybercrime Impacts: 
Social Isolation During the COVID-19 Pandemic

(Source: Fichtenkamm, M., Burch, G., Burch, J. (2022). Cybersecurity in a COVID-19 World: Insights on How Decisions Are Made. ISACA. 
Retrieved from https://www.isaca.org/resources/isaca-journal/issues/2022/volume-2/cybersecurity-in-a-covid-19-world )
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• Daily cybercrime complaints 
increased by 300 – 400 %.

• Average ransomware payment amounts 
increased by 60 % in 2020.

• Google blocked 18 million COVID-19-
related scams daily.

• Phishing attacks increased by 220 % 
compared to the annual average. 
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Presenter Notes
Presentation Notes
The COVID-19 pandemic subjected millions to social isolation and loneliness.

According to ISACA’s 2022 article on Cybersecurity in a COVID-19 World, several key statistics include:

Daily cybercrime complaints increased by 300 – 400 percent.
Average ransomware payment amounts increased by 60 percent during quarter 2 (Q2) 2020.
Google blocked 18 million COVID-19-related scams daily.
Phishing attacks increased by 220 percent compared to the annual average.



What does a space system consist of?

1 2 3 4 5

Source: This satellite system is adapted from Defending, Spacecraft in the Cyber Domain. The Aerospace Corporation, 2019.

The space segment 
comprises the satellite 
or satellite 
constellation and the 
uplink and downlink 
satellite links.

The space segment 
comprises the 
satellite or satellite 
constellation and 
the uplink and 
downlink satellite 
links.     

SPACE

USERGROUND

The ground segment is 
comprised of ground-
based elements of a 
space system used by 
operators and support 
personnel, as opposed 
to the space segment 
and user segment.
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Cognitive Vulnerabilities and Their Impacts on Protecting                     

Space and Flight Systems from Cyber Attacks
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Presentation Notes
We all depend on satellites to provide in-flight phone communications on airplanes and in rural areas where phone lines are not accessible.  They are network timing sources for cell phones, smart tech, and GPS systems that leverage atomic clock technology, impacting Internet of Things (IoT) technology. 

The DoD relies on Signals Intelligence (SIGINT) for communications between systems and people. Systems that use software and related infrastructure make up many commercial and government components where cybersecurity and space missions overlap. 

User terminals rely on one of the displayed paths for access to space-segment resources. The vulnerabilities of space systems and assets occur at the space segment (SHOWN IN BLUE), user segment (SHOWN IN PURPLE), link segment (SHOWN IN RED & ORANGE), and ground segment (SHOWN IN GREEN) as identified by the National Air and Space Intelligence Center (NASIC). 



Cyber War: How do space and flight 
systems become at risk to cyber attacks?

Common Cyber-Attacks to Segments
SPACE LINK USER GROUND

Command Intrusion Spoofing Phishing Hacking
Payload Control Denial of 

Service (DoS)
Out of Date / Unpatched 
Software

Hijacking

Denial of Service (DoS) Malware Ransomware Malware
Malware Social Engineering

Malware
Source: Adapted from Defending, Spacecraft in the Cyber Domain, 2019. The 7 Biggest Cybersecurity Threats To Your Clients & Customers, Milosh, A., 2019.
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MAJOR THREAT TO ALL SEGMENTS:
Super Electromagnetic Pulses (EMPs)

(1) Natural: Solar Geomagnetic Disturbances, Extreme Space Weather 
(2) Man-made: Thermonuclear Detonation or CYBER-ATTACK
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Presenter Notes
Presentation Notes
Space and Flight systems become at risk in several segments: 
SPACE: In space, satellites can become targets and experience command intrusion, DoS, and malware. In 2022, A hacker targeted victims via phishing emails that included malicious malware which downloaded onto Windows computers by using an image taken by the James Webb Space telescope. The image contained malicious Base64 code disguised as an authentic certificate.

LINK: In the LINK segment, GPS coordinates can be spoof by hackers.
USER: One of the most common cyber attacks for USERS is phishing. Many of us have received emails that appear to be from authentic companies that provide us with commercial banking, health, or even phone services. Those emails contain malicious links that, once clicked, download onto a victim’s device and release malware or some other Denial of Service tactic. Other ways attacks occur are listed here.
GROUND: Operators and support personnel on the GROUND can also be targeted with malware.

Super Electromagnetic Pulses (EMP)s are major cybersecurity threats. They can be (1) natural, from extreme solar geomagnetic disturbances (lightning or severe space weather: solar coronal mass ejections (when plasma from the sun, with its embedded magnetic field, arrives at Earth). This could cause widespread and long-lasting damage to electric power systems, satellites, electronic navigation systems, and undersea cables), or (2) man-made like a large thermonuclear detonation or a cyberattack. Cyber-attacks can potentially impact Hypersonic Space-Based Sensor Systems which is a concern for protecting our homeland. (NEXT SLIDE)…



“Approximately 58% of the world’s 7 billion people 
use the internet” 

(Clement, 2019).

(Source: Adapted from Cyberpsychology: Defining the Field. Ancis, J. (2020). Cyberpsychology Today.)

10

Relevant Areas to Cyberpsychology
1 Online Behavior and Personality
2 Social Media Use and Psychological 

Functioning
3 Games and Gaming
4 Telepsychology
5 Virtual Reality (VR), Artificial Intelligence 

(AI) and Applications
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Can I get a show of hands of how many of use the internet for email, GPS, Facebook/Meta, Twitter/X, LinkedIn, Instacart, Weather, Health and/or Banking apps daily?

Approximately 58% of the world’s 7 billion people use the internet. The exchange of data and ideas via social media has become a primary form of communication. The growth of technologies and our interconnected world support the relevance of the field of cyberpsychology. The relevant areas include:

Online Behavior and Personality
Social Media Use and Psychological Functioning
Games and Gaming
Tele-psychology: Which is the use of telecommunication technologies to provide psychological services via telephone, video or audio conference.
Virtual Reality, AI and Apps



General Strategy 
Used to Conduct 
Research:
(PHASE 1): The Theory of 
Planned Behavior approach 
leverages understanding 
human factors that determine 
attitudes, behavioral 
intentions, and decision-
making processes using 
questionnaires and 
observations that examine 
norms. 

Research Approach – Phase 1: (Observation)
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Source: Adapted from the IARPA ReSCIND framework, 2023.

Photo Credit: iMotions vitals, eye tracking, fNIRS and NIRx fNIRS products.
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Presenter Notes
Presentation Notes
My research approach occurs in 3 phases. Phase 1 uses Data Science to highlight mapping human factors using cognitive science and development to track behaviors like emotions, vitals, eye movements, and facial expressions that create visual patterns in the form of reports based on answers gathered from surveys and questionnaires. 

Ordinal, Discrete and Continuous data will be recorded by observing vitals, eye movements, and brain activity.

Baselines are established by observation, counting, measuring frequency, duration and/or response latency of behaviors. Standard Deviation (SD) of bias sensors are calculated within 1.5 of baselines in milliseconds, seconds, minutes, and/or hours. 



General Strategy Used to 
Conduct Research:
(PHASE II): The Grounded 
Theory leverages ways to 
develop models that reflect and 
predict attacker behavior based 
on grounded data that will be 
systematically collected and 
analyzed to develop CyphiDs 
by qualitative observation. 
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Source: Adapted from the IARPA ReSCIND framework, 2023.

Photo Credit: iMotions vitals, eye tracking, fNIRS and NIRx fNIRS products.

Research Approach – Phase 2: (Modeling)
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Presenter Notes
Presentation Notes
IN LAYMAN’S TERMS: Phase 2, research aims to create modeling techniques to adaptively defend against cyber-attacks by studying the implications of associated cognitive vulnerabilities. 

Data Analytics is used to:
Examine data sets to find trends and draw conclusions
Explore statistics to examine trends mathematically
Use Computer Science to collect, process, and analyze data sets
Involve subject matter expertise to conceptualize and understand data



Research Approach – Phase 3: (Automation)
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Source: Adapted from the IARPA ReSCIND framework, 2023.

Photo Credit: iMotions vitals, eye tracking, fNIRS and NIRx fNIRS products.

General Strategy Used to Conduct Research:
(PHASE III): The Quantum Cognition Theory can be used to select CyphiDs by creating cyber-specific 
computational cognitive models (C3M) and leveraging math principles involving quantum mechanics to 
understand human behavior, judgment, decision-making, reasoning, memory, and perception for probability-
based decision models that produce Adaptive Psychological-informed Defenses (APhiDs) to automate the 
CyphiD sequences.

Out of Research Scope
• Prescriptive Analytics: Takes predictive 

analytics a step further by providing 
recommendations and actions based on the 
predictions. 

• Answers the “What should we do?”

Within Research Scope
• Predictive Analytics: Uses statistical 

algorithms, machine learning (ML) to predict 
future events or outcomes.

• Cognitive Analytics: Uses AI and ML 
algorithms, to process unstructured data. Data 
Types: text, images, audio, and/or video

• Natural Language Processing 
(NLP): Extracts large unstructured 
data sets

• Deep Learning Capabilities: 
Predicts future patterns

• Automated Capabilities: (e.g., 
CyPhiDs) Automates the extraction 
process. Reduces time in large sets.
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Presenter Notes
Presentation Notes
IN LAYMAN’S TERMS: In Phase 3, modeling algorithms developed from the previous phase will become automated to obtain and predict data.

This last Phase uses Predictive and Cognitive Analytics.

Predictive Analytics: Uses statistical algorithms and machine learning (ML) to predict future events or outcomes. Similar to how banks use predictive analytics to detect fraud, assess credit risk, and identify potential investment opportunities, this research aims to use cognitive vulnerabilities and behavioral data to predict cyber-attack likelihoods.

Responses obtained from surveys and questionnaires drive the Cognitive Analytics approach. Some examples include Natural Language Processing (NLP) and Deep Learning techniques.

Natural Language Processing (NLP): An example of how cognitive analytics can extract large amounts of unstructured data involves feedback on customer reviews and social media posts to help improve customer experiences and gain insights into consumer behavior.

Prescriptive Analytics: Takes predictive analytics one step further by providing recommendations and actions based on the predictions. Answers “What should we do?”



Conclusion
• Further research of Cyber Deception & 

Cyberpsychology for Defense
• Advanced Persist Threats
• Anomaly Detection
• AI Resilience
• Securing Critical Cyber-physical Infrastructure
• Vulnerability Identification
• Insider, New and Emerging Cyber Threats

• Future research supports: National Security 
and Defense, Space Commercialization, Digital 
Transformation, and bolstering US 
cybersecurity posture to support Propulsion 
Technologies, Advanced Air Mobility, 
Heliophysics and Commercial Space 
Transportation advancements

Understanding the Implications of Cyber-relevant 
Cognitive Vulnerabilities and Their Impacts on Protecting                     

Space and Flight Systems from Cyber Attacks
PRESENTER: LORI D. COOMBS, MBA, MSE Page 14 of 15

Distribution A Approved for Public Release. Distribution is Unlimited

Presenter Notes
Presentation Notes
In sum, I want to reiterate that the goal of this research study is to understand the cognitive vulnerabilities and behavior to advance the science of cyberpsychology, human systems, and defense research, which helps researchers, developers, and engineers advance the mission of Protection, Sustainment and Warfighter Performance (PS&WP) goals by anticipating the behavior of cyber operators and understanding how they interact with distinctions. Further research supports improved domain awareness and the ability to detect and track threats to provide a clear picture of what is occurring to provide commanders and decision makers time to enact and defeat mechanisms to defeat incoming threats.



Thank You! | Questions?
LORI D. COOMBS, MBA, MSE​

LinkedIn: https://www.linkedin.com/in/lori-d-coombs/ 
MARYMOUNT UNIVERSITY: LDC72459@marymount.edu 

UNIVERSITY of ARIZONA Global Campus: Lori.Coombs@faculty.uagc.edu  

https://wwcapmgmt.com 
Lori.D.Coombs@wwcapmgmt.com

https://wwcmacademy.org  
Lori.D.Coombs@wwcmacademy.org Lori.D.Coombs@nasa.gov 
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Thanks for your attendance. If time allows, I can respond to questions, or in the interest of time, please feel free to email or connect on LinkedIn to take conversations offline.
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Source: The Research Method is adapted from the IARPA ReSCIND framework, 2023.
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Presenter Notes
Presentation Notes
This research method comprises observation, experimentation, expert elicitation, and mixed methods. 

In PHASE 1: Observation is used to examine Human factors like attention, perception, memory, decision-making and knowledge-base.

In PHASE 2: Expert Elicitation from subject matter experts can be used to synthesize data where there is uncertainty. Mixed Methods, such as observing the phenomenon and then following up with a survey to synthesize responses, can be used. Behaviors related to Cognitive Psychology and Informed Decisions are collected and analyzed so that modeling to develop CyphiDs occurs.

In PHASE 3: The Experimentation method can randomly select and distinguish cognitive patterns of observed cognitive vulnerabilities. This method supports efforts that require CyphiDs to be leveraged to create cyber-specific computational cognitive models (C3). These models produce Adaptive Psychological-informed Defenses (APhiDs) to automate the CyphiD sequences using AI, ML and/or Predictive Analytics.
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