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Introduction
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Problem Statement

4 Cameo models and 2 Python-based tools, at 

different classification levels

How will you handle the management, maintenance, and tracking of these artifacts over time? 

Everything can scale quickly, and CM becomes a challenge in these situations.

This is where established CM processes come into play.

DE Environment at 3 different classification levels with at 

least one infrastructure system available at each level

Large, geographically dispersed team of at least 20 people

U S TS

Cameo Model #1 Cameo Model #2

Cameo Model #3 Cameo Model #4

Python-based   

Tool #1

Python-based   

Tool #2
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Technical Approach

▪ A project should define a “Configuration 

Management Plan” that provides a 

comprehensive summary of implementable 

CM processes and procedures for the 

artifacts within its DE Environment

▪ For whom: All developers/users of a 

project’s DE Environment artifacts

▪ How to implement: Demonstrated in this 

presentation, using a notional “Project P” 

consisting of notional artifacts (Models A-D 

and Tools E-F) that need to be configuration 

managed

Term Definition

Configuration 

Management

Standard: “A management process for 

establishing and maintaining consistency of 

a product’s performance, functional, and 

physical attributes with its requirements, 

design and operational information 

throughout its life.” (EIA 649) [11]

In this context: The process of managing, 

maintaining, and tracking different versions 

of artifacts, and their linkages with other 

artifacts, for a project’s DE Environment.

Digital 

Engineering 

Environment

A collection of infrastructure systems and 

tools that allow a project’s DE goals to be 

achieved. Considered the Authoritative 

Source of Truth (ASoT) for the project data. 

May consist of several infrastructure 

systems at different security classification 

levels.

Artifacts (Models 

and Tools)

The term that encompasses both models 

(e.g., using Cameo) and tools (e.g., using 

Python) within a project’s DE Environment.
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Key Tenets of a Configuration Management 

Plan for a DE Environment
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CM Tools

▪ For Models: Cameo Teamwork Cloud (or 

Magic Collaboration Studio), others

▪ For Tools: GitLab, others

Term Definition

CM Tool A tool that enables version control management, 

collaborative modeling/development, and role and 

permissions tracking. 

Cameo TWC Model “Project History” Example

GitLab Repository Commits Example

Source: Notional MITRE Model History Shown in Cameo TWCSource: Notional MITRE Tool Commits Shown in GitLab
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CM Infrastructure

▪ Artifacts within the “Project P” DE 

Environment can reside on different 

infrastructure systems

▪ Although artifacts can reside on more 

than one infrastructure system, each 

artifact is mapped to a primary 

infrastructure system that will act as its 

“Source of Truth” hosting location

Key Point: All effort must be made to only 

modify each artifact at its Source of Truth 

hosting location, rather than updating 

artifact versions that reside on other 

infrastructure systems. 

Term Definition

Infrastructure 

System

The infrastructure or network that houses the tools and enables 

collaborative work. There can only be one infrastructure system 

considered an ASoT at each security classification level.

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data

© 2024 The MITRE Corporation. ALL RIGHTS RESERVED.

Approved for Public Release; Distribution Unlimited. Public Release Case Number 24-2806



9

Artifacts and their Infrastructure Systems

Artifact Deployment Status on Infrastructure SystemsConfiguration-Managed Artifacts Within 

“Project P” DE Environment

Key Point: Each artifact can exist at more than one 

classification level. However, an artifact will only have a 

formal version defined at a higher classification level if 

relevant data for that artifact exists at that higher 

classification level. Source: MITRE-Developed “CM Plan” Model 

(in Cameo), with Notional Data

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data
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“Project P” Artifacts Log with Version Numbers (Notional)

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data
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Versioning for Models

▪ Three-part number based on the Semantic Versioning system:

Term Definition

Semantic 

Versioning

The standardized method for determining incremental version 

numbers of software releases [6].

4.2.1
Major Revision Number

▪ Significant model rescoping

▪ Significant data additions/ 

modifications (e.g., 50+ new 

elements imported)

Minor Revision Number

▪ Moderate data validation

▪ Moderate diagram 

modifications (e.g., edits to 

10+ diagrams)

Patch Revision Number

▪ Element renaming

▪ Diagram reorganization 

(e.g., aesthetic updates to 

diagrams)

Key Points: The developers must adhere to this versioning procedure for all changes, no matter

        how small, made to the models on the Source of Truth hosting locations.

        Early on, the project team should refine the set of rules for updating a version number

        (as shown above), based on the scope/size of their project models.
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Additional CM Aspects/Considerations

Maintaining User Permissions on Each Infrastructure System 

(E.g., For Cameo TWC, Use Role Assignments)

Model Versioning Tracker and Change Log Sharing Artifacts Tracker

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data
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Leveraging Cameo 
Project Usages

Term Definition

Cameo 

“Project 

Usages”

An inherent ability of Cameo to allow for the interconnection of 

multiple models and enable the sharing of data and model 

elements [7]. For instance, Project Usages allow Model B to 

leverage a read-only copy of Model A. Model A is often called 

the “used project”.▪ Project Usages enable modularity and 

scalability for models

▪ They can be used to connect and maintain 

configuration-managed models across 

different classification levels

▪ Additional ways to enable 

model “plug and play” across 

classification levels:

▪ Use placeholders for higher 

classification elements

▪ Use Generalization relationships 

and Dependency Matrices

▪ Redefine inherited properties

▪ Use modular package structures

▪ Follow Modeling Style Guide

▪ Apply Security Classification 

labels to model elements using 

Cameo plug-insSource: MITRE-Developed “CM Plan” Spreadsheet Tracker, with Notional Data
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Workflows/Processes for Reuse
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Example Workflow for Implementing a CM Plan

Prerequisites for a project in need 

of CM:
▪ Set of artifacts (models and tools)

▪ DE env at different classification levels

▪ Moderately sized team
Option A: Use CM Plan 

Cameo Template Model 

with Profile

Customize CM Plan for 

Your Project, and Begin 

Implementation

Update Your CM Plan As 

Needed:
➢ Update version number of an 

existing artifact

➢ Add new artifact (model or tool)

➢ Add new Cameo Project Usages

➢ Add/modify Infrastructure 

Systems

➢ “Source of Truth” hosting 

location changes for a given 

artifact

Option B: Use CM Plan 

Spreadsheet Tracker

START

Use CM Plan “Reusable 

Template” Report and 

associated materials

Source: MITRE-Developed “CM Plan” Spreadsheet 

Tracker, with Notional Data

Source: MITRE-Developed “CM 

Plan” Model (in Cameo), with 

Notional Data

Source: MITRE © 2024 The MITRE Corporation. ALL RIGHTS RESERVED.
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General Process for Following Strict CM Within a Cameo 

Model, via Product Change Control Meetings (PCCMs)

Source: MITRE
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Recommendations and Conclusions
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Recommendations for Setting Up a CM Plan

1. At least one person needs to take ownership and become “CM Lead” of the 

effort

2. CM Plan purpose and definitions (project-specific) need to be established 

upfront

3. All project members involved in modeling or tool development need to apply 

significant discipline to follow the CM processes for maximum impact

4. Start small in implementation, and then scale up

5. Be ready to adapt

6. Don’t reinvent the wheel

© 2024 The MITRE Corporation. ALL RIGHTS RESERVED.
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Conclusions

▪ Configuration management is often overlooked at the start of a project, but as 

project scope increases, it is needed more than ever

▪ Model-based approaches require new ways of performing CM

▪ Facilitates collaboration, improves productivity, increases consistency across artifacts

▪ This work was developed in a project-agnostic way to be truly implementable 

and scalable to any number of models/tools and classification levels

▪ Potential future work

▪ Automation of these CM processes, via Cameo plug-in and expansion of template models

▪ Additional conference presentations or papers

© 2024 The MITRE Corporation. ALL RIGHTS RESERVED.
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Thank You!
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Backup
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CM Plan Cameo Model with Profile (Reusable Template)

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data
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CM Plan Cameo Profile

Source: MITRE-Developed “CM Plan” Model (in Cameo), with Notional Data

Source: MITRE-Developed “CM Plan” 

Model (in Cameo), with Notional Data
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Additional Examples from CM Plan Cameo Model

Source: MITRE-

Developed “CM Plan” 

Model (in Cameo), with 

Notional Data
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CM Plan Spreadsheet Tracker (Reusable Template)

Source: MITRE-Developed “CM Plan” Spreadsheet Tracker, with Notional Data
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Additional Examples from Spreadsheet Tracker

Source: MITRE-Developed “CM Plan” Spreadsheet Tracker, with Notional Data

Source: MITRE-Developed “CM Plan” Spreadsheet Tracker, with Notional Data
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Six-Step Procedure for Updating a Model Version Number

Source: MITRE
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Glossary

© 2024 The MITRE Corporation. ALL RIGHTS RESERVED.

Approved for Public Release; Distribution Unlimited. Public Release Case Number 24-2806



29

References

© 2024 The MITRE Corporation. ALL RIGHTS RESERVED.

Approved for Public Release; Distribution Unlimited. Public Release Case Number 24-2806


	Overview
	Slide 1: Implementing a Configuration Management (CM) Plan for Model/Tool Artifacts within a Digital Engineering (DE) Environment
	Slide 2: Agenda
	Slide 3: Introduction
	Slide 4: Problem Statement
	Slide 5: Technical Approach
	Slide 6: Key Tenets of a Configuration Management Plan for a DE Environment
	Slide 7: CM Tools
	Slide 8: CM Infrastructure
	Slide 9: Artifacts and their Infrastructure Systems
	Slide 10: “Project P” Artifacts Log with Version Numbers (Notional)
	Slide 11: Versioning for Models
	Slide 12: Additional CM Aspects/Considerations
	Slide 13: Leveraging Cameo Project Usages
	Slide 14: Workflows/Processes for Reuse
	Slide 15: Example Workflow for Implementing a CM Plan
	Slide 16: General Process for Following Strict CM Within a Cameo Model, via Product Change Control Meetings (PCCMs)
	Slide 17: Recommendations and Conclusions
	Slide 18: Recommendations for Setting Up a CM Plan
	Slide 19: Conclusions
	Slide 20: Thank You!
	Slide 21: Backup
	Slide 22: CM Plan Cameo Model with Profile (Reusable Template)
	Slide 23: CM Plan Cameo Profile
	Slide 24: Additional Examples from CM Plan Cameo Model
	Slide 25: CM Plan Spreadsheet Tracker (Reusable Template)
	Slide 26: Additional Examples from Spreadsheet Tracker
	Slide 27: Six-Step Procedure for Updating a Model Version Number
	Slide 28: Glossary
	Slide 29: References


