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Cyber Resilience Weapon Systems Body of Knowledge (CRWS-BoK)

The United States Department of Defense has relef
: dly of Knowledg

Cyber Resilient In 2021, the U.S. Department of Defense (DaD) launched the

Cyber Resilience Weapon Systems Body of Knowledge (CRWS-
BoK) to support the systems security engineering community.

CRWS-BoK
Since then, the CRWS-BoK has expanded to include over 600

resources, vetted to ensure that the platform provides current industry standards and best practices.

security improvements to e
of Defenses S,

Maintained by the System Security (SysSec) Directorate in the Office of the Under Secretary of
Defense for Research and Engineering (OUSD(R&E), the CRWS-BoK provides rich guided search and
custom search capabilities and regular news updates. Registered users have access to email alerts of

CRWS-Bok Portal changes to their favorite resources and saved searches, plus direct access to view and the ability to
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Introduction

Office of the Under Secretary of Defense for Research and
Engineering (OUSD(R&E)) Organization

Il Defense Agency Under Secretary of Defense (R&E)/Chief Technology Officer
Wl Fisld Activity (CTO)

Innovation Steering Group
As of 9 May 2022 Deputy Under Secretary of Defense (R&E)/Deputy CTO

T
" Defense Advanced Sirategic Inteliigence
Exec Dir. Systems Engineering
and Architecture

DTIC = Defense Technical Information
Center

HBCWMI = Historically Black Colleges
amd Universities and Minority Serving
Institutions

JRD = Joint Reserve Directorate
JHTO = Joint Hypersonics Transition
Office

SBIRISTTR = Small Business

Office of the Deputy CTO for Seience & Technology Office of the Deputy CTO for Critical Technologies:

Office of the Deputy CTO for Mission Capabilities

Innovation Research and Small
Business Technology Transfer
Programs

STEM = Science, Technology,

Engineering and Mathematics

STPP Mission: Protect technology advantage and counter unwanted technology transfer to ensure warfighter
dominance through assured, secure and resilient systems and a healthy viable national security innovation base
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Introduction

System Security Mission and Priorities

Lead Policy :
The Challenge * DoDI 5000.83, DoDI 5200.44,
@, Problem: Adversary threats are outpacing policies and practices - DoDD 5200.47E
;:;:"IE:: for engipeerir?g weapon systems; rfequires knowledgeable S&T =T Guidance:

panster and engineering workforce to provide dependably safe, secure, * Program Protection Planning

@ and resilient systems to operations at speed and scale « Information Communications

:.%. @ Technology Supply Chain
p _ * Secure Software Supply Chain
.[' ligs * Software Assurance

« Advance policy and guidance to balance

technology and program protection that enables - | * Controlled Technical Information

rapid delivery of warfighter capability Qstrﬁyaar;ep:fsurance

* | Strengthen System Security/Secure Cyber
Resilient Engineering (SCRE) workforce through
innovative education and training methods

T Standardization:
* Secure Cyber Resilient Engineering (SCRE)

Competency:

« Advance Technology and Program Protection IIITD * System Security Engineering (SSE)
methods to ensure technological superiority ©_SCRE
coTTTR e

* Advance the practice of Trust and Assurance
through Joint Federated Assurance Center

EvdenceBased A

e— | %
@ vt 6@ & &g

ENGINEERING Mlcmpiee_ W fomewce_Gam) et

GyBeR RESILIENT Joint Federated Assurance

WEAPON SYSTEMS
CRWS—BBK Center (JFAC)

System Security Mission: Foster Assured, Secure, Resilient Innovation,

Missions, Systems and Components
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Introduction

4 Comprehensive knowledge hub that not only provides easy access\
but also serves as an authoritative source of guidance and

information with over 600 publicly available resources to support
secure cyber resilience engineering activities

\_ Visit us: https://www.crws-bok.org )
: * Science & Technology
Key Benefits Developed Managers
for * Researchers
Easy and direct Regular updates to e Engineers
searches to quickly ensure the most -
locate all your current references are
resources on one site always available Across the systems  Department of Defense
S GAALLEE I Federal Government
& adjacent

e Industry
e Academia

Highly curated and
relevant content to
make the most
efficient use of your [

Confidence of knowing communities from
your references come
from credible

resources

time

First launched May 2021
Version 4.2 released August 2024

A powerful repository and viewing environment that enables users to efficiently and

easily access, search, annotate, save, and share the engineering information
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CRWS-BoK Oct 2024 Distribution Statement A: Approved for public release. DOPSR case #24-T-1419 applies. Distribution is unlimited. 5



General: Background

Initiated in 2019 as 2-year DAWDE

prototype project ‘

Initial policy & guidance gap analysis
and framework development

Significant upfront effort spent
developing and testing user interface

Access & outreach plans to reach
desired user groups based on use
case analysis

* DAWDF (now DAWDA): Defense Acquisition Workforce Development Fund (Account)
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General: Repository Quality and Maintenance

Viaintaining Quality

Users able to nominate new resources

Ve

Ongoing verification of resources for most current versions
(or if superseded or rescinded)

~N

.

User notification/related documentation when resource
retired or rescinded

J

NDIA Conference
CRWS-BoK Oct 2024

! Algorithms & performance metrics leveraged to determine A

resource review schedule

— How frequently accessed or if consistently rated not useful
— Poor performance places on “candidate for removal” list
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General: Repository Governance and Updates

* Governance: Content
Management Stakeholders
from Government, industry and
academia, with Curation Team

facilitation NationaliDefense ]

OUSD(R&E), STPP.

DoD Cybersecur]'jr._y
Industry Technica
Advisory Group

P U A Systems Engineering
11 Review Boards have added %a&s/ Research Center

79 community-nominated
resources to the repository

* Results: As of October 2024, = }

Defense Acquisition
University
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General: Top Challenges Facing S&T Professionals

After conducting usability testing interviews with industry and academia, the
following challenges facing S&T professionals regarding engineering knowledge
and resources were identified:

Figuring out I guidance & references are th
MOost current versions

(>

Determining If those references come from
authoritative, credible sources

Difficulty wading through multiple sources and
search engines to locate resources

Wasting time filtering and narrowing broad
results in order to get to relevant information

NDIA Conference
CRWS-BoK Oct 2024 Distribution Statement A: Approved for public release. DOPSR case #24-T-1419 applies. Distribution is unlimited.



General: Value-Added CRWS-BoK Capabilities

CRWS-BoK meets those challenges and provides S&T professionals
publicly available, authoritative guidance and knowledge to assist in
the engineering of SCRE

Continuously updated resources to ensure users have
MOost current versions

Highly curated resources supported by a review board
process ensure focused, relevant repository content
* SCRE: Secure Cyber Resilient Engineering

NDIA Conference
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General: CRWS-BoK by the Numbers

Repository
Releases Revi

I 9 since initial 1 eview
launch Boards

4 Verification & validation reviews

of entire resource repository
I

Average | - o
7608 D4S
Visitors Credible, authoritative

CRWS-BoK resources
79 Resources added through
nomination & review process

Usability tests
conducted IAW

ISO standard

[As of Oct 2024]
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Guided search
Keyword search
Design Patterns
Keyword filter
Save a search
Search w/i doc
Defined filters

NDIA Conference
CRWS-BoK Oct 2024

Functionality Overview

Current Features

Notifications

Dynamic community
metrics

Streaming video
List/Card views
Help boxes
Accessibility
Site map

Email support
Dark mode

Nominations
PDF viewer
PDF annotate
Bookmark
Download
Print

Share
Favorite
Details view
Usability ratings
User ratings

Listed Page Count &
File Size

4

Resources

Distribution Statement A: Approved for public release. DOPSR case #24-T-1419 applies. Distribution is unlimited.



Functionality Overview

Landing Page

CRWS 8K ro0esqmn

+

Trending Resources [ Q. DESIGN PATTERNS 3 ] [ HELP @ ]

Most Popular - Guided Search CRWS-BoK v4.2 i here!

Check out the featul

Displaying: = Last 7 Days ~ es that appeared in our latest release!

Concepts for Assurance Case

Cyber Resiliency Framework

System Security Engineering .

Defense Industrial Base Cybe...

Adequately Secure 1.0

Cybersecurity Design Patterns

Check Out the August Updates!

Secure and Cyber Resilient E
external

site) (updated
Interpreting "Cyber” 1.0 y Progr
National Checklist Program fo...
National Industrial Security Pr..
Interface P ion through Architecture Design v

NDIA Conference
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Functionality Overview

- Email alert to

registered user:

new SCRE white paper series

New Resources in Your Saved Search.

Hello bunguan,

CANCEL  SAVE AND CLOSE

Save Search

Sines
CRWS-HoK Cuearion Team
Copgright £ 2022 SAIC

Visit CRWS-Bok

Name Description Delete

DASD(SE) or USD(R&E) Supply Chain resources ‘A DALY B DELETE

NDIA Conference
CRWS-BoK Oct 2024 Distribution Statement A: Approved for public release. DOPSR case #24-T-1419 applies. Distribution is unlimited. 14



Functionality Overview

Purpose is to help inform user, allowing to
sift through large numbers of resources in
the most efficient manner possible

A Resource Card is a card-shaped Card Featu res

representation of a resource,
displayed with other cards as a
group in the search result
window. They contain the most @

MP190668

. Domains. Usability Score
essential data elements of each : ¥ , =
. . | SORTEY = | | B LSTVIEW =
resource; similar to a book cover. - )
Dizplaying resulis: 1-50 of 544 The MITRE Corporation

Adjust Date Range
version

Original
1986 o 2024
DODI 5000.90 =gl W
Version Date =
() 912019
|7| Domsins Usabity Score
APPL Copyright
ThirgvPa?ly 35
» Controlled Access
» Topic (24) Wer:
Griginal
+ OPR Short (60)
Version Date
» Resource Type 17) 019
» Domain (3) Copyright
Third Py I'J 35
+ Copyright Details
s lakafalellofs Registered Users:
+ -

» CSA (1)

Additional Features

» Abstraction Level 3)

» Loss Control Objective (4)
DI-SAFT-82080

+ User Rating Score

large amounts of data
Visual cues can be processed 60,000x faster than text*
It only takes about .25 seconds to process and attach meaning to a
symbol, while an average of 6 seconds to read 20-25 words*

* Visualteachingalliance.com
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Functionality Overview

Card Features

Full Resource Title &

) ] DODI 5000.90
Shortened Title (when available)

Type of resource Domains Usability Score
- Government (Directive or Non-Directive) ~

Internal algorithm to
determine usability

L

- Non-Government/Industry =

OPR
Office of Prime Responsibility Under Secretary of Defense

for Acquisition & Sustainment

Thumbnail of the

. Version resource
Release Version & When the Original
resource [update] was published A Version Date
1213142021
Copyright
Public Domain Page Count

User Rating

Download & Share

* Visualteachingalliance.com

NDIA Conference
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Functionality Overview

Search Results/List & Card Views

Q Search f O £ @ A FsiNN

Q searcn 20 0@ a4 s 1 CRWS-BoK

CRWS-BeK

Functional Protection ihroush Design Development

“ Functional Protection trough Design Development

Wespon Systems @) Information Systems Security @) Security Enginsering €3 Wespon Systems @) Information Systems Security €)  Secunty Engineering €)

4‘ “3MorsFilters  Toic: Publo Key nfastuctr . @) Tope Trusied Systems snatv.. @ Tope: Anifos Intsligend Topic: Computer NeworcDet.. @) \aMore Fikers | Topio: Publio ey fasinctur.. @ Toplo Toused Sysiems sndN. @) Topi: e D Tovic: Compuer NewerkDet.. @

Sopis Communieatons Seeun . Q) o Communizstons Se Q)

Adjust Date Range Adjust Date Range

[ CLEARFILTERS X ] [B SAVE SEARCH ] [ SHARE LINK <] [ SORTBY ,f] [EI LISTVIEW ] [ CLEAR FILTERS X ] [B SAVE SEARCH ] [ SHARE LINK <] [ SORT BY ;]

2007 fo 2024 2007 o 2024

Displaying resuts: 1:50 0 85

SCRE WHITE PAPER SCRE Wihite Paper Series Version Date . &
5 ) > [l svstem Assurance and How it Retates with Operations and Mission Assurance 1.0 P Noas <
> Topic 21) » Topic 1)
» OPR Short 27) Domains. Domains. Usatiity Seers . SCRE White Paper Series . (@
» OPR Short 27) > System Trustworthiness and Assurance 1.0 JEELIIED . .
» Resource Type . e K a3
» Resource Type 14)
* Domain e ey S Duare » Domain @ 21st Annual Naticnal Defense Industrial Association Systems and Missien .
» Copyright Details i ) - ELT > B Engineering Conference Ve . a
" LIRS Leveraging System Safety to Improve System Security Date [
» Version Date Version 0/252018 - >
O Orgrat » Version Date ) Resourte
» User Rating Scor
LS EEE Version Date Version Date Version Date: - » User Rating Score ) DoDI 5200.44
2nszoea insz0zs proimatty " e rons 10 A . o sworks (Tay  Versien Date
) > s Protection of Mission Critical Functions to Achieve Trusted Systems & Neturorks (TSN g E AN o e
Copyrignt Copyright Copyright = ' <
Tt

Putie Damar Puste Damar
Preparation Guide for the Joint Services Weapon Safety Review Safety Data Version

1L 8 8.8 & &U > [l Packase Date E =N

12014

1 8. 8.8 & &°

. Alrcraft Survivability Joumal: Summer 2023 ’
> [ Messuing the Wind: Determining a System's Cyber Combat Survivabilty Level “’:g‘jiﬂ'e E AN e

NDIA Conference
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Functionality Overview

Annotate & Save

NIST SP 800-70

National Checklist Program for IT Products: Guidelines for Checklist Users and
Developers

Annotations are auto-saved locally to a

. ' .
Proview | Details . registered users’ account — only you will be
P able to see your annotations
B O [&  1s0% - &M o 5 - F Q & & I @
B A A A B TO £ £ A A A A » e
Guest
NIST SP B0O-70 REV. 4 NATIONAL CHECKLIST PROGRAM FOR IT PRODUCTS
5 Guest
Reports on Computer Systems Technology £
The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology Guest
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the Nation's
measurement and standards infrastructure. ITL develops tests, test metheds, reference data, proof of
concept implementations, and technical analyses to advance the development and productive use of =
Information technology. TTL's responsil 5 Include the development of management, adminiswrative, ey
technical, and physical standards and guidelines for the cost-effective security and privacy of other than
national security-related information in federal information systems. The Special Publication 800-series
reports on ITL’s research, guidelines, and outreach efforts in information system security, and its
collaborative activities with industry, government, and academic organizations. Guest
Abstract
- | = A Guest
" A security configuration checklist is a document that contain§ instructions or procedures for configuring mez‘:z‘ﬁ:x::‘immmw
an information technology (IT) product to an operational environment, for verifying that the product has + Exhbits only the tended authorized behavior
been configured properly, and/or for identifying unauthorized changes to the product. Using these e fa s
| checklists can minimize the attack surface, reduce vulnerabilities, lessen the impact of successful attacks, - — -
| and identify changes that might otherwise go undetected. To facilitate development of checklists and to f i
| make checklists more organized and usable, NIST established the National Checklist Program (NCP). A m} 9
This publication explains how to use the NCP to find and retrieve checklists, and it also describes the o Provertlssdod Amacaed et howiscomiing_ |
policies, procedures, and general requirements for participation in the NCP. \ /\ ] Guest
Keywords {
change detection; checklist; information security; National Checklist Program (NCP); security Figare 1 - Foundations! Cisims
configuration checklist; Security Content Automation Protocol (SCAP); software configuration; . e
vulnerability
*Registered U bility onl
(*Registered User capability only L
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Contacts

Angela Maria Lungu

- Project Lead for CRWS-BoK
Support to System Security

- angela.m.lungu.ctr@mail.mil

ENGINEERING
CYBER RESILIENT
WEAPON SYSTEMS
* CRWS—B@K

Madison Rudy

- Lead Analyst for CRWS-BoK
- Support to System Security

- madison.a.rudy.ctr@mail.mil
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