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Simple Summary

Title:
Implementing Zero Trust and Distributed Ledger Technology

Short Focus Sentence:

The new normal is necessitating shifts in how secure operations are conducted. This talk offers a
discussion centered around Cybersecurity, Zero Trust Architecture (ZTA), and Distributed Ledger
Technology (DLT).

Key Terms:

Cybersecurity; Zero Trust; Distributed Ledger; Edge Computing; Machine Learning/Artificial Intelligence
(ML/AL).

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Summary

This presentation is framed by discussion of Zero Trust methodologies (ZTM) and applied Distributed
Ledger Technology (DLT). The core competencies relevant to this discussion include secure information
mobility and affected logistics. Specifically, the exploration and realization through Cyber Modeling &
Simulation, with a primary goal of proactively addressing operational resiliency challenges. As
exploration evolves, so may our application and use of Machine Learning (ML) and Artificial
Intelligence (Al) integrated into autonomous mission support.

Subject matter contexts include defense scenarios for Intelligence, Surveillance, and Reconnaissance
(ISR), and communication, which can include space-based assets. These ideas are particularly relevant
for supporting Critical Infrastructure, where maintaining security and operational resilience is
paramount. The implementation of Zero Trust methodologies, Distributed Ledger technology, and
integrating and advancing ML/AI systems enhance the protection and efficiency of critical
infrastructure support, ensures robust defenses against emerging cyber threats.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Overview

- Zero Trust Architecture (ZTA) means securing critical infrastructure by enforcing the principles of
“Never trust, Always verify”. Within the course of this presentation, a summary of how ZTA
affects target use cases is offered.

- Distributed Ledger Technology (DLT) can be applied in various asset contexts to enhance security,
transparency, and efficiency.

- Cyber Modeling and Simulation (CMS) can significantly enhance Next Generation (NEXGEN)
Manufacturing within Industry 5.0 by providing a digital development environment to explore,
analyze, test, and optimize systems and strategies.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.


Presenter Notes
Presentation Notes
This presentation is a discussion of Zero Trust methodologies (ZTM) and applied Distributed Ledger Technology (DLT). The core competencies relevant to this discussion include secure information mobility and affected logistics. Specifically, the exploration and realization through Cyber Modeling & Simulation, with a primary goal of proactively addressing operational resiliency challenges. As exploration evolves, so may our application and use of Machine Learning (ML) and Artificial Intelligence (AI) integrated into autonomous mission support. 
Subject matter contexts include defense scenarios for Intelligence, Surveillance, and Reconnaissance (ISR), and communication, which can include space-based assets. These ideas are particularly relevant for supporting Critical Infrastructure, where maintaining security and operational resilience is paramount. The implementation of Zero Trust methodologies, Distributed Ledger technology, and integrating and advancing ML/AI systems enhance the protection and efficiency of critical infrastructure support, ensures robust defenses against emerging cyber threats. 
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Core Principles of Zero Trust Architecture

- Least Privilege Access grants users and devices the minimum level of access necessary to perform
functionality

- Micro segmentation divides the network into sub-segments which isolate portions of network
potentially vulnerable to breaches limiting lateral movement threats.

- Continuous Diagnostics and Mitigation (CDM) verifies the identity and trustworthiness of users,
devices, and applications regardless of logical location within network

- Assume attacker is present in the network and a breach has already occurred necessitating robust
and response mechanisms.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Zero Trust Implementation Basic Tenants

- All data sources and computing services are considered resources
- All communications is secured regardless of network location
- Access to individual enterprise resources is granted on a per-session basis

- Access to resources is determined by policy — including the observable state of multiple behavior
and environmental attributes

- Enterprise monitors and measures integrity and security posture of all owned and associated
assets

- All resources authenticated and authorized are dynamic and strictly enforced before access is
allowed

- The enterprise collects as much information as possible about the current state of assets, network
infrastructure, and communications and uses to improve security posture

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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General ZTA Reference Architecture — NIST 1800-35 NDIR
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Presenter Notes
Presentation Notes
There are 24 Technology Partners / Collaborators
There are Eight Demonstration Use Cases presented within 

The NCCoE worked with 24 collaborators under Cooperative Research Development Agreements (CRADAs) to integrate commercially available technology to build 17 ZTA example implementations and demonstrate several common use cases. Detailed technical information on each build can serve as a valuable resource for your technology implementers by providing models they can emulate. The lessons learned from the implementations and integrations can benefit your organization by saving time and resources. This guide also includes mappings of ZTA principles to commonly used security standards and guidance. 
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Cyber Modeling and Simulation (CMS) NDIN

Cyber Modeling and Simulation (CMS) can significantly enhance the effectiveness of operations
within NEXGEN Manufacturing and Space-Based assets by providing a virtual environment to test,
analyze, and optimize systems and strategies.
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Presenter Notes
Presentation Notes
How is this relevant:
-- “Free” resources that support the integration of Digital Simulation

Building Cybersecurity Use Case Testing.  Through implementation of Scenarios which may interact in complex manner.


https://www.cto.mil/wp-content/uploads/2024/05/info-dodi-500097-de-summary.pdf
https://de-bok.org/
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Integrating Distributed Ledger Technology (DLT)

Integrating DLT with CMS further enhances the effectiveness of these simulations by providing
secure, transparent, and immutable records of all simulated events and outcomes. This integration

ensures that:

- Data Integrity: All simulation data and results are securely recorded on a blockchain, ensuring that
they cannot be tampered with.

- Collaboration: Multiple stakeholders can access and verify simulation results in a transparent and
trusted manner, facilitating better collaboration and decision-making.

- Auditability: The immutable nature of blockchain ensures that all actions and outcomes within the
simulations are auditable, providing a clear and trustworthy record for post-simulation analysis.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Distributed Ledger Imple™2ntation
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Done
Discuss correlation with how system can mitigate ransomware
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Tactically Resilient HMIF Network Capability

* Human-Machine Integrated Formation (HMIF) Network

— Time sensitive o
- . Py ® TECHNOLOGY OBJECTIVE AREA
— Safety critical robotic control data

"-‘ Architecture, Security & Modularity

l‘.l
ASM-24-03

— Contested Operational Environment I\

— Theoretic Deduction
— Dynamic Management operational Radio Frequency environment

— Built upon Modular Open Systems Approach (MOSA)
“The 1ntent of this project is to provide a converged, tactically resilient HMIF network capability for

the transport of time sensitive, safety critical robotic control data intermixed with sensor and mission
data going between robotic platforms, control vehicles, associated payloads”™

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Presentation Notes
Description: The intent of this project is to provide a converged, tactically resilient HMIF network capability for the transport of time sensitive, safety critical robotic control data intermixed with sensor and mission data going between robotic platforms, control vehicles, associated payloads and passing through Nett Warrior (NW) and Mounted Mission Command (MMC) to provide battlefield mission services to wider Formation. Network integration services are also required in executing this effort.  The physical layer of the network shall include a wired network bus on the robotic platforms providing time sensitive data transport, as well as a resilient wireless network sufficient for operational use in contested environments that provides connectivity between multiple payloads, platforms, controllers, and observers within HMIF, and interconnect bi-directional gateways with NW and MMC.  The capability shall include theoretical deduction and dynamic management of the wired and wireless components of the network in response to changing operational and mission needs, as well as a changing, contested, operational Radio Frequency (RF) environment. HMIF is founded on a Modular Open Systems Approach (MOSA) philosophy and proposed solutions shall address MOSA efforts in the network design. Proposed solutions shall share system resources to promote rapid evolution and ease of integration of existing and new capabilities. Standardization of interfaces using existing standards with a comprehensive strategy for modularity, delivering strong isolation for safety is the directed approach. This industry day focus is the HMIF Mission Network component of the HMIF Control and Mission Network and associated integration services.
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Take Aways

Zero Trust Architecture (ZTA) means securing critical infrastructure by
enforcing the principles of “Never trust, Always verify”. Within the course of
this presentation, a summary of how ZTA affects target use cases is offered.

Distributed Ledger Technology (DLT) can be applied in various asset contexts
to enhance security, transparency, and efficiency.

Cyber Modeling and Simulation (CMS) can significantly enhance Next
Generation (NEXGEN) Manufacturing within Industry 5.0 by providing a
digital development environment to explore, analyze, test, and optimize
systems and strategies.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Wrap Up and Questions
Thank you.

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



“Approved for Public Release” “ D I k

Back Up

11/20/2024

This document does not contain technology or technical data controlled either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



	Implementing Zero Trust and Distributed Ledger Technology 
	Slide Number 2
	Simple Summary
	Summary
	Overview
	Core Principles of Zero Trust Architecture	
	Zero Trust Implementation Basic Tenants
	General ZTA Reference Architecture – NIST 1800-35
	Zero Trust Methodology w/ Distributed Ledger Technology 
	Cyber Modeling and Simulation (CMS) 
	Integrating Distributed Ledger Technology (DLT)
	Distributed Ledger Implementation
	Tactically Resilient HMIF Network Capability
	Zero Trust Architecture (ZTA) means securing critical infrastructure by enforcing the principles of “Never trust, Always verify”.  Within the course of this presentation, a summary of how ZTA affects target use cases is offered.��Distributed Ledger Technology (DLT) can be applied in various asset contexts to enhance security, transparency, and efficiency. ��Cyber Modeling and Simulation (CMS) can significantly enhance Next Generation (NEXGEN) Manufacturing within Industry 5.0 by providing a digital development environment to explore, analyze, test, and optimize systems and strategies.���
	Thank you.
	Back Up

