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Agenda

2

▪ Introduction to ZTA
▪ LML & Innoslate Overview
▪ DoD ZTA Reference Architecture
▪ LML for Requirements Analysis
▪ LML for Systems Modeling & Design
▪ LML for V&V Testing
▪ LML for Implementation
▪ Closing Thoughts
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Introduction to Zero Trust Architecture

3

▪ Cybersecurity Framework
▪ “Never Trust, Always Verify”
▪ Assumes that threats can be both internal & external

▪ Core Ideas
▪ Least Privilege Access
▪ Users should only have what they need

▪ Micro-Segmentation
▪ Isolate and guard sensitive data

▪ Continuous Monitoring
▪ Ongoing risk assessments of user/device behaviors
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Rise of Zero Trust

4

▪ ZTA is rising in interest due to internal threats & persistent nation-state 
actors
▪ Breaches no longer a case of “if” but “when”
▪ Breaches are increasing in number and cost of damages are on the rise
▪ Need to minimize damages and amount of data leaked

▪ Data breach victims surpassed 1 billion in first half of 2024
▪ 409% increase from the same time period last year

▪ ZTA offers a modern cybersecurity defense solution
▪ Enhanced security posture against persistent threats
▪ Reduced risk of data breaches and insider threats
▪ Improved compliance with security regulations and standards
▪ Enables new concepts such as resilience
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Lifecycle Modeling Language (LML) Overview

5

▪ LML is an open-standard modeling language designed by the Lifecycle 
Modeling Organization
▪ Based on the entity, relationship, and attribute (ERA) meta-meta model 

modified by adding attributes to relationships
▪ Includes 12 entity classes and 8 subclasses that can be connected 

bi-directionally
▪ Simplified, concise, & extendable ontology
▪ Designed for the full SE lifecycle process
▪ Enables traceability from requirements to implementation
▪ Supports project management
▪ Accessible to non-SE stakeholders
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LML Entities

6

▪ Action
▪ Artifact
▪ Asset
▪ Resource

▪ Characteristic
▪ Measure

▪ Connection
▪ Conduit
▪ Logical

▪ Risk
LML Specification Relationships

▪ Time
▪ Cost
▪ Decision
▪ Input/Output
▪ Location
▪ Orbital
▪ Physical
▪ Virtual

▪ Statement
▪ Requirement
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LML Relationships

7

LML Specification Relationship Matrix
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Overview of Innoslate

8

▪ Developed by SPEC Innovations, 
based on LML
▪ Cloud-based MBSE tool that 

supports the SE lifecycle process
▪ Features
▪ Full lifecycle traceability
▪ Modeling capabilities
▪ Simulation & analysis
▪ Verification & validation testing
▪ Built-in project management tools

Innoslate Features & V-Model Mapping



©
 2

02
4 

Sy
st

em
s 

an
d 

Pr
op

os
al

 E
ng

in
ee

rin
g 

Co
m

pa
ny

 

Approved for Public Release

DoD Zero Trust Reference Architecture

9

▪ DoD Zero Trust Reference Architecture implemented in Innoslate
▪ Stored within a secure, cloud-based, and centralized database
▪ Text artifacts parsed within Innoslate
▪ Diagrams replicated to show the same or similar information
▪ Traceability included where possible



©
 2

02
4 

Sy
st

em
s 

an
d 

Pr
op

os
al

 E
ng

in
ee

rin
g 

Co
m

pa
ny

 

Approved for Public Release

Documents View: Parsed ZTA RA Sections

10

Documents View Dashboard
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Using LML for Requirements Analysis

11

▪ Requirements Document
▪ Quality checker ensures heuristics compliance
▪ Tags can be added for database queries
▪ Change requests & rationales can be made
▪ Can be extended to include additional custom attributes

▪ Requirements taken from DoD ZTA RA
▪ CV-1 Vision & Goals
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Requirements Document: CV-1 Vision & Goals

12

Requirements Document View
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Using LML for Systems Modeling & Design

13

▪ Asset Diagram & Layer Diagram
▪ Develop system context
▪ Design physical & functional architectures

▪ Action Diagram
▪ Design system functionality & capabilities

▪ System architecture & capability products from DoD ZTA RA
▪ ZT Pillars
▪ As-Is & To-Be OV-1s
▪ ZT System Capabilities
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Asset Diagrams: ZT Pillars

14

Asset Diagram View
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Layer Diagram: “To-Be”Overall Target Environment (OV-1)

15

Layer Diagram View
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Action Diagram: ZT System Capabilities

16

Action Diagram Decomposed View (C.1.2)
Action Diagram Decomposed View (C.1.1)

Action Diagram View
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Using LML for V&V Testing

17

▪ Test Center 
▪ Can hold V&V requirements with roll-up visuals
▪ Also can hold general testing for metrics
▪ Completes traceability when linked to requirements

▪ Risk Diagram & Risk Burn-Down Chart
▪ Record risks and how mitigations impact them
▪ None from DoD ZTA RA
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Test Center: V&V Testing

18

Test Center View: Lunar Rover Prototype Testing
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Risk Diagram & Risk-Burn Down: Risk Register & Mitigation

19

Risk Diagram View: Lunar Rover Project Risks
Risk Burn-Down View: Lunar Rover Project Risks
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Using LML for Implementation

20

▪ Spider Diagram
▪ Visualize relationships of all types for a specific entity
▪ Trace entities all the way back to requirements or even decisions
▪ Supports notion of digital thread

▪ Zero Trust Pillars from DoD ZTA RA
▪ Visualize all relationships
▪ Parents/children
▪ Interfaces
▪ Performing assets
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Spider Diagrams: ZT Pillars

21

Spider Diagram View (Zoomed In)Spider Diagram View



©
 2

02
4 

Sy
st

em
s 

an
d 

Pr
op

os
al

 E
ng

in
ee

rin
g 

Co
m

pa
ny

 

Approved for Public Release

Closing Thoughts

22

▪ Zero Trust Principles & Concepts
▪ Becoming more important and perhaps will be necessary for critical industries

▪ LML
▪ A viable alternative that can be used effectively by systems engineers
▪ More accessible and understandable by non-SE stakeholders
▪ Flexible and adaptable to new changes in technology
▪ Encouraging to see it being used in more applications



©
 2

02
4 

Sy
st

em
s 

an
d 

Pr
op

os
al

 E
ng

in
ee

rin
g 

Co
m

pa
ny

 

Approved for Public Release

Thank You
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