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MOSA Is a Priority in the Department of Defense

NATIONAL DEFENSE
SCIENCE & TECHNOLOGY
STRATEGY :

Under Secretary of DefeI:z:ad:‘;hg:search and Engineering "As highlighted by the National Defense Science and
Technology Strategy, the DoD needs to “overhaul its
approach to force development, design, and business
management practices,” by transitioning to an approach
that “incentivize(s) the design of open systems that can
rapidly incorporate cutting-edge technologies,” and
“rewards rapid experimentation, acquisition, and fielding.”

“As we embrace MOSA, we are not just
adopting a new approach to defense systems;
we are ushering in a new era of collaboration,

competition, and innovation.”

2024 Department of Defense Engineer’s Week Closing Remarks
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MOSA: Statutory & Regulatory Background

2020 2022

DoDD 5000.01 (Defense Acquisition System) Engineering of Defense Systems Guidebook

Planning and contracting...”incorporating a modular Provides engineering guidance as applied to the

and open design.” acquisition pathways (includes MOSA).

1 s Engineering (SE) Guidebook “u
DoDI 5000.85 (Major Capability Acquisition) ystems Engineering (SE) Guidebook
2018 «....must be designed and developed with MOSA to Provides detailed systems engineering guidance and

MOSWG Tri-Service MOSA the maximum extent practicable.” recommended best practices (includes MOSA).
Tiger Teams spearheaded -— . . -—
Service-specific guidance. DoDI 5000.88 (Engineering of Defense Systems) Systems Engineering Plan (SEP)

Documents SE activities ...including the planned use
of a modular open systems approach.

“...will use a modular, open systems approach in
product designs to the maximum extent practicable.”

2014 2019 2021
FY15 NDAA Sec. 801 FY20 NDAA Sec. 840 2022
S A — S iesion © cehes FY22 NDAA: Title 10, Section 4401-4403
define architectures necessary MOSA Implementation guidance. Renumbered Statutory requirements:
to enable open systems * For MOSA in all acquisition programs

receiving Milestone B approval (4401).
* To address MOSA in program capabilities
development and acquisition weapon
2017 2020 system design (4402).
FY17 NDAA Sec. 805 * Relating to availability of major system
Statutory requirement FY.21 Rt 80.4 interfaces and support for MOSA (4403).
Statutory requirement to establish a MOSA-

for MOSA in MDAPs. enabled interface repository.

approaches.”

October 2024 Distribution Statement A. Approved for public release. Distribution is unlimited. DOPSR Case # 24-T-2745. 3



MOSA: Statutory Direction

U.S.C. Title 10 §4401-4403: MOSA is ... an integrated business and technical strategy....

DoD/Components:
* ... ensure that sufficient systems engineering and development expertise....

* ...issue guidance to implement the requirements....

MOSA Principles

Security and Cyber Resllience

K)llf -8 O « ... subjected to verification....
>

Program ... uses a system architecture that allows severable major system components and modular systems....

System

Scalability Interoperability

* ... complies with the technical data rights....

< New Capability

Commonality - Modularity Y *
L

RéUsability Flexibility/Adaptability

< Acquisition Strategy

* ... describes the modular open system approach to be used....

* ... describes how intellectual property and related issues, such as technical data deliverables ... will be
addressed....

* ... describes the approach to systems integration and systems-level configuration management....

Contract ... includes requirements for the delivery of modular system interfaces for modular systems.

Additional implementation guidance and changes to Defense Federal Acquisition Regulation Supplement (DFARS) are in development
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MOSA Activities: Major Capability Acquisition Pathway

SRR: System Requirements Review
RDeq§._ RDEI\DIeDlop_rT]ental SFR: System Functional Review
ecision ecision PDR: Preliminary Design Review

A ‘_ ‘_ A CDR: Critical Design Review

Engineering & Manufacturing
Development

Materiel Solution Technology
Analysis Maturation & Risk
Reduction (TMRR)

MDD‘

Key MOSA Activities Early in Acquisition

Acquisition <> Address MOSA implementation and MOSA-related tech data or software,
Strategy including intellectual property (IP)

Major Capability

Acquisition EMD Request for

DoDI 5000.85 Proposal (RFP) Include MOSA and IP requirements as well as contract deliverables

4252 MS B
Certification

Brief Summary
Report to Congress

o_

Include a statement of whether MOSA is being used

Technical Reviews | SRR | | SFR | | PDR | CDR Review the progress of implementing MOSA during development

Describe how the program addresses MOSA in the system
design process

Engineering Systems Engineering
Plan (SEP) S =

DoDI 5000.88

e
\/\%/\/\_ﬁ_\/

Independent Technical O <> TR 2 [ T
Risk Assessments <> at Review implementation of MOSA and any associated risks
(ITRA) ITRA at ITRA at Dev
MS A RFP Release
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MOSA Verification Testing: At the Beginning and to the End

* Analysis of Alternatives
- Must contain a MOSA whether applicable to the program or not

e Systems Engineering Plan
- Will identify how the system will implement MOSA across its life cycle

* System Requirements Review

- Requirements documents must contain technical and logical requirements
that define the MOSA

* Test and Evaluation Master Plan
- Ensure continuous testing and evaluation is a part of the MOSA

MOSA verification testing of a MOSA must include both hardware and software
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MOSA Verification Testing: Policy and Guidance Potential Updates

Document Title

JCIDS Manual for Operation of the Joint Capabilities Integration and
Development System

DoDI 5000.80 Middle Tier of Acquisition
DoDI 5000.87 Operation of the Software Acquisition Pathway
DoDI 5000.88 Engineering of Defense Systems

DoDI 5000.89 Test and Evaluation

DoDI 5000.91 Product Support Management for the Adaptive
Acquisition Framework

DoDI 7041.03 Economic Analysis for Decision-making

DoDI 5010.44 Intellectual Property (IP) Acquisition and Licensing

DoDI 5000.85 Major Capability Acquisition is in the process of being updated
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MOSA Implementation: Standards Conformance

Value of DoD Participation in
Standards Development

v' Gain access to the commercial industrial base

v" Access the latest technologies & dual-use products

v' Meet national goals

v" Maintain & develop expertise

v Influence how industry standards are shaped to meet
DoD requirements

v" Spur innovation & provide superior product

DoD Guidance
n Par

August 2018 DSPO Guidance November 2021 DD, Engineering
on Participation in the Memo “Participation in Activities of
Development and Use of NGSs Non-Government Standards Bodies”

Ref. Section 12(d) of Public Law 104-113: “Utilization of Consensus
Technical Standards by Federal Agencies”

October 2024 Distribution Statement A.

Typical Standards Attributes the DoD Seeks

Performance-based
(essential characteristics rather

/ than detailed design)
Terminology | /’
Testing Widely supported (use across

different areas/sectors including

dual-use commercial/defense)
Product \‘

Service Avoid technical barriers
(greater product availability)

Interface (dual-use by commercial/Defense
and reusability)

Process @
@ Uniformly describe data

Data
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But Where Is Standards Conformance? Where Should It Start?

Begin with the end in mind!

G
Plan Modularize RECARS) Define Interfaces SEINariizs
Interfaces Interfaces

* Plan the MOSA * Modularize by * Specify interfaces * Define interface » Standardize
strategy with decomposing by identifying specifications by interface
defined objectives system capabilities connections capturing how specifications to

into functional between system functional modules allow for
modules building blocks interact opportunities of

future modernization
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All About the Standards — Standards Conformance Approach

1. Understand and Define Requirements
a. ldentify system requirements.
b. Determine relevant standards.

2. Select Applicable Standards
a. Evaluate standards.
b. Adopt open standards, when possible, but be mindful of security concerns.

c. Prioritize open standards that promote interoperability, reusability, and
long-term sustainability of the system.

d. Tailor standards.
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All About the Standards — Standards Conformance Approach

3. Validate and Verify

a. Define modules.
b. Apply standards in design.

c. Verify interface compatibility.

4. Maintain and Evolve
a. Develop modules.

b. Integrate modules.

c. Test conformance.
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All About the Standards — Standards Conformance Approach

5. Life Cycle Management
a. Conduct compliance testing.
b. Obtain certification.

c. Document compliance.

6. Maintain and Evolve
a. Monitor standards updates.
b. Plan for upgrades.

c. Support modular upgrades.
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All About the Standards - Standards Conformance Approach

7. Life Cycle Management
a. Implement configuration management.
b. Document lessons learned.
c. Engage in continuous improvement.
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ASSIST Database hosts the Modular Open Standards and

Specifications (MOSS) Area

(e )G\ o))

Search and Analysis - Basic Search
Search Method: Basic Search v
Enter search criteria in one or more of three text fields: Document 1D, Document Number, Find Term(s].... Filter search results by selecting

Status or FSC/Area from the respective drop-dawn list, or by checking the box and specifying a range of document dates, Click any label for
a detailed description and, where appropriate, sample search results.

Document I0: Document Number: Status: All hd
Find Termil,Term2,... Far Al Terms % In Title or Keywords aor Scope
FSCfArea: MOSS - MODULAR AND OPEN SYSTEMS STAND [ ] Document Date: 12-Sep-2023 Through 12-Sep-2024

Search | | Reset

SaveView Queries Export Pdfl Export Excel
Taotal records: B

FSCiArea: MOSS

‘ehicular Integration for Command, Controd, Communication and Computers,

¥ | ARMY-VICTORY-D01 NOT 1 A WMOSS OCSE | 23-Mar-2021 Inteligence Survelllance, and Reconnalissance and Electronic Warfare
(CHSRIEW) Ineroperabaily (VICTORY)
Modular Open Syslems Approach (MOSA) Porfolio-Hardware Open Systems

¥ |JONTUXS 002 NOT 1 A MOSS| SH | 20-an-2022 Sanaor O Systarws Arthtaciuns or SOBAM, Linmanned Sysieme fUXS]
Cantrel Segment (UCS), and Open Mission Systems [OMS)

Y NNT-GRA-QD3 NOT 1 A MOSS| 01 | D1-Aug-2022 US Air Force Modular Open Systems Approach (MOSA] Partfolio

¥ | MOSA-IF-5-001 A MOSS| 19 15-0c2-2023 1 | 1 | Common Payload Intarface Standard — Command and Data Handling

¥ | MOSA-IF-5-002 A MOSS | 19 | 0O-Mar-2024 1 | 1 |Mosa Payload Manager Interface Standard

Y |OPENUDDL-ED.1.0 A MO33| SE 04-Jud-2018 Open Universal Domain Description Language (Open UDDL)

Y | SOSAED Z 0-SMNAPZ A MOSS SE | 26-Feb-2024 Sensor Open Syslemns Architeciure (SDSA)

Y |EACE-ED3Z A WMOSS| SE | 02-Aug-2023 Future Airborne Capability Environment (FACE)

About ASSIST | Contact Us | FAQ | Privacy and Security Information | Section 808 Compliance Information | Defense Standardization Program

WARMING: UNAUTHORIZED ACCEES TO THIS UNITED STATES GOVERNMENT COMPUTER SYETEM AND SOFTWARE I PROHIBITED BY FUBLIC LA B3-474 [THE
COMPUTER FRAUD AND ABUSE ACT OF 1988} AND CAN RESULT IN ADMINISTRATIVE, DISCIPLINARY OR CRIMINAL PROCEEDINGS
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JRO— Adoption Notices in the MOSS area in ASSIST Administrative Notices being elevated to Adoption Notices
for specifications and 7 \ Ve \
standards used by the / **Sen.sor Open Sensor \ / Hardware Open Systems ) C 0 Architect \
Department of ' Architecture (SOSA) Technologies (HOST) ommon Upen Architecture
Defense (DoD) I ' | Radar Programs (COARPs) ]
| **Future Airborne Capability Future Ai i) vironment |
[ Environment (FACE™) I | M?ééit(ﬁAEMSfQ Red Hawk :
I Open Universal Domain I | o
Description Language(Open | [ %ﬁ‘é‘%&%ﬂe%f‘éﬂr Software Communication |
| UDDL) : Architecture (SOSA) Architecture (SCA) I
Common Payload Interface Standard | Space Syst C d
: Unmanned Systems (UXS P e QU
[ - Command and Data Handling | [ Control Seg)r/nent (U(CS) ) (Already elevated,; |
| (CoPalS) I Interface Standard (CoPalS) |
MOSA Payload Manager | — _
| Interface Standard for | [R50 LA SRS Universal Armament [
[ COPalS | (OMS) Interface (UAI) |
Iy
| Vehicular Integration for Command, | All Source Posilé)gNand Navigation Universal Command and Control I
[ Control, Communication and : [ ( ) Interface (UCI) :
Computers, Intelligence
| Surveillance, and Reconnaissance I I Big Iron Weapon Open Systems Architecture |
and Electronic Warfare (C4ISR/EW) \ (WOsA)
\ Interoperability (VICTORY) / \ /
N\ 7 ~ s’

Publishing Standards to ASSIST helps programs identify standards that support MOSA development
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Driving Standards: Standards and Specifications Coming to the MOSS area in

ASSIST

Stds./Spcs. coming soon to the MOSS area in ASSIST

’__________________

7 N e = \
/] s o Taokng e aE— )
Generation (BFT3
I lon (BFT3) (APNT RA) I
I Ground Combat Systems’ Infrastructure. | Training Simulation Software/Training i
rchitecture anagement Tools
Architecture (GCIA) M Tools (TSS/TMT)
| Common Training Hardware Systems I
I Instrumentation Architecture Technologies OpenVPX (HOST |
(CTIA) VITA)
| | C5ISR/Electronic I
I :::r%tcaetiﬂ rSee(rI1SsX)r Warfare Modular Open Suite of |
Standards (CMOSS)

I Modular Open Radio |
Frequency Architecture I

| (MORA)
| Ground (RAS-G) Interoperability I
| Profile (IOP) |
| C5ISR/Electronic Warfare Modular Open [
Suite of Standards (CMOSS) ]

\ /
S -

\__________________

Publishing Standards to ASSIST helps programs identify standards that support MOSA development
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Contact

Office of Systems Engineering and Architecture
osd-sea@mail.mil | Attn: Systems Engineering

https://www.cto.mil/sea/
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