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Vision
* A digitally-empowered approach that drives model-based
enterprise decision-making, leveraging authoritative models

and data to ensure seamless stakeholder collaboration
across the acquisition lifecycle.

Challenge

Introduction  Emerging and Legacy systems have a wealth of
developmental and operational data, but limited ability to
derive knowledge from the data to maximize the
transformation to Digital Materiel Management (DMM)

Objective

* Introduce a Knowledge-Graph (KG) Based Augmented
Knowledge Management (AKM) capability that will enable
organizations to unlock stored information to provide a
single gateway to Knowledge needed to make scalable,
accelerated, informed, authoritative decisions.
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Dlgltal Mate rie| “DMM revolutionizes the ability of each functional to
accelerate within and across functional domains. Integrated

Ma nagement tools built on models, data, and infrastructure yield radical
transparency throughout government and industry teams. That
An Accelerated omniscience results in functional teams that can collaborate
Future State like never before to accelerate integrated capability delivery. “
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Digital Materiel Management: An Accelerated Future State (defense.gov)
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know
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works, or
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find it.
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Single
gateway to
creating and
managing
Knowledge
needed to
digitally
support
informed
authoritative
decisions
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Digital Thread
Elements

The Digital Thread is a
collection of linked
authoritative digital
information pertaining to a
process, product, or
system, whose consistency
is actively managed
throughout the life cycle.

This enables accessibility,
traceability, currency,
applicability, and credibility
of information, thus
facilitating the capture,
communication, and use
and reuse of knowledge to
efficiently inform decisions
that realize value.

Systems
Engineering & .
Requirements Production Modification
Decomposition

Lifecycle Digital Thread

Performance Test & Product Installation &
Modeling and Performance Support Data Mission
Design Verification Cataloging Support

I

Engineered Life Cycle Innovation
System Domain System Ecosystem
Products and All I/fecyc/e management Environment in

Services at any point systems responsible for the which the Life Cycle
in their lifecycle Engineered System Domain System

Interacts
/ \ DT through semantic
Findable _ . Accessible ontologies, knOWIedge
FAIR Data Base graphs, and federations

enables retrieval of lifecycle
data and models

Adapted from ”Digital Thread: Definition, Value, and Reference Model” An AIAA, AIA, and NAFEMS
Implementation Paper, June 2023

Approved for Public Release



FAIR Data Base

Retrievable by humans and
machines using

Meta data are assigned a
globally unique and
persistent identifier to standardized
enable an efficient ontology- . communications protocols
based search and access AL L[ Accessible with authentication and
authorization procedures to
facilitate automation

PR Secure - -
+ DataBase -

Metadata are described

| with a plurality of accurate

~and relevant attributes

and are associated with

detailed provenance to

support robust data
forensics

Ability to exchange
data with
unambiguous, shared
meaning and content

The Digital Thread can be viewed as an
implementation of FAIR principles in an engineering context
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Knowledge Graph :}'
Ap proac h Data integration-
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Enhanced understanding- Improved search
provides richer and discovery-
understanding of
information by representing
entities and relationships,
enabling humans and
machines to better interpret
and interact with data.

can deliver more
relevant, accurate,
comprehensive
search results and
facilitate discovery
of new knowledge
/insights.

it
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Connects With Source Data inconsistencies, and
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Through Existing SQL Architectures knowledge.
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and machine learning
applications.



RJLee Group Graph Based Augmented Knowledge Management
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Integration Qualities of
the Digital Thread

Integrability — IT connectivity of data and
models

Interoperability — collaborative execution of
models

Composability — combinatorial assembly and
execution of simulations from component
models

Bidirectional Traceability — link, trace,
reconcile, and communicate configuration
managed data and models across the product
lifecycle at scale

Consistency — Identifying and preserving the
authoritative information and attributing the
relationships between authoritative data and
models
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Adapted From”Digital Thread: Definition, Value, and
Reference Model” An AIAA, AIA, And NAFEMS
Implementation Paper, June 2023



DoD Data, Analytics, and Artificial Intelligence Adoption Strategy
Strategic Goals and the Al Hierarchy of Needs

“The Al Hierarchy of Needs is a pyramid

with data quality as its foundation since Strengthen invest in

v poRcy berm ol s redide

° ege, o ° remove ITiars

all analytic and Al capabilities require a4

trusted, high -quality data to support @5, g %

decision makers” é” Y
Deliver capabilities for assurance 1y Advance the
enterprise business and data, analytics,
joint warfighting impact ].Lll‘; e FUL and Al ecosystem

“Increased data quality and insightful : 4;1%-'{}%

analytics are achievable through SLALS

effective enterprise data governance” o,

e i QUALITY digita) tatent

data management DATA management

“Sound assurance processes for testing,
evaluation, validation, and verification ENABLERS
are imperative for Responsible Al”

DEPARTMENT OF DEFENSE “Data, Analytics, and Artificial Intelligence Adoption Strategy -
Accelerating Decision Advantage” November 2, 2023
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Innovative Application of Artificial Intelligence
From Data Sources to Authoritative Digital Surrogate Models

= Dynamically Update, Curate, Preserve
Data
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Legacy 7 . )
Documents == linkage of input parameters and

meta data key to Al output quality

Direct Path From Existing Data and Documents to an

Authoritative Digital Surrogate Model
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Integrated Knowledge Graph / Large Language Models

Explicitly stores rich factual Great at inference , question
knowledge, but challenged to answering, and text scripting
generate new facts and but weak at accessing factual

represent unseen knowledge knowledge

Incorporate KG in LLM Training

LLM Support to KG Construction

and Question Answerin

LLM is 3X better at answering enterprise questions when questions are

posed using a KG representation than direct access to a SQL data base*

* Sequeda, Juan F.,, et al [2311.07509] A Benchmark to Understand the Role of Knowledge Graphs on Large Language Model's Accuracy for Question Answering on
Enterprise SQL Databases (arxiv.org)
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Summary

* A Knowledge-Graph enabled integrated Augmented Knowledge Management /
Chart Mining capability is presented

* The key advantages of the approach include

* Ability to use smart ontological searches to rapidly find and connect
knowledge across all original functional data sources to enhance DMM
lifecycle collaboration

* Transforming original data sources, including documents, into Authoritative
Sources of Truth that are secured and preserved in a FAIR data base

* Accelerating the development and validation of authoritative modeling and
analytics leveraging Al

* Enables an integrated KG / LLM approach to enhance authoritative decision
making at key decision points to accelerate capability delivery

An Accelerated Future State for Digital Materiel Management
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