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Executive Directorate for Systems Engineering & Architecture

Section 2, Paragraph q:
“ q. …with key stakeholders, develops governing 
policy and advances practices and workforce 
competency…” for technical activities, including 
engineering, developmental test and evaluation, 
software development, modeling and 
simulation, and digital engineering.

DODD 5137.02

https://www.esd.whs.mil/DD/

Mission Statement
• Develop and promote innovative 

engineering principles and techniques 
to advance DoD engineering practice. 

• Develop policy, guidance, standards, 
and best practice resources; manages 
DoD Standards; facilitates engineering-
related communities of practice; and 
develop the defense engineering 
workforce by refining competency 
models and curricula. 

• Apply engineering and risk 
management expertise to inform 
decisions and improve system-of-
systems architectures to reduce 
integration risk in mission-enabling 
systems. 

Authority From PrioritiesLeader

Thomas W. Simms
Executive Director, SE&A
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U.S. Workforce Pathways

“The National Defense Strategy's call to build enduring advantages for the future Joint Force requires investment in the 
Department's people -our most valuable resource. A critical component of our overall workforce strategy must be the 
cultivation of innovation skills and talents matched to the demands of our technology-driven era.”
             Deputy Secretary of Defense Kathleen Hicks

SE&A is the Functional Area Leader for Engineering and Technical Management (ETM) and Test and Evaluation (T&E), 
and OSD Functional Community Manager for Engineering (Non-Construction) (ENG(NC)) and Quality Assurance (QA).
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DoD Workforce

• OSD Functional Community Manager (OFCM) for Engineering (Non-Construction) and Quality 
Assurance (~97,000 personnel)

‒ Leads, coordinates, and monitors strategic workforce planning (e.g., workforce analysis, strategies to reduce and
close gaps, etc.)

‒ Develops certification training and defense acquisition credentials—will be heavily relied upon to ensure a 
technically competent acquisition workforce
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- ETM and T&E functional areas cover ~45% (~72,000) of Acquisition Workforce (Data Source: OUSD(A&S) Defense Acquisition Workforce Data Mart, Q2 FY2024)
- ENG(NC) and QA functional communities cover ~12% (~97,000) of DoD Workforce (Data Source: ADVANA DoD Functional Community Dashboard, Q2 FY 2024)

• Functional Area Leader (FAL) for Engineering & Technical Management and Test & Evaluation 
Acquisition Workforces (~72,000 personnel)

ASD(S&T)|S&T FoundationsASD(S&T)|S&T Foundations
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Then…
• Training was required early and 

in bulk
• Employees overwhelmed with 

training that doesn’t apply to 
what they are 
doing right 
now

Now…
• More streamlined upfront training
• Training is customizable 

throughout the career
• Elective, job-

specific, specialty, 
and point-of-need 
training

Modernizing Talent Development 
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Modernized Framework

DAWIA 
CERTIFICATION

Defense 
Acquisition 
Credentials

 Provide job-specific, specialty, 
and point-of-need training.

 Allow the workforce to 
customize their knowledge 
base throughout their career.

 Are transferable across 
Components.

CONTINUOUS 
LEARNING

Core 
Plus

Then…
LEVEL I

LEVEL II

LEVEL III

Training 
Hours*:
Up to 264

(dependent on Career 
Field and Level 

Required)

Now…

FOUNDATIONAL

PRACTITIONER

Training 
Hours*:
Up to 174

(dependent on 
Functional Area and 

Tier Required)

 Limited job-specific, 
specialty training.

 Selection of courses based 
on broad career field 
position categories

*Specific to the ETM and T&E functional areas

Better align training to support lifelong learning and point-of-need training
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ETM Certification Training and Credentials

ETM CERTIFICATION TRAINING

AV
AI

LA
BL

E

ETM CREDENTIALS

AV
AI

LA
BL

E

CCYB 001
Program 

Protection

CCYB 002
Cybersecurity for 

Program Managers

CENG 004
Agile DoD Team Member

CENG 001
Digital Engineering 
for DoD Consumers

CENG 002A
Data Analytics for 

DoD Acq. Managers

CENG 012
Technology Project 

Management

Green = Online Training (OLT)  /  Blue = Virtual Instructor-led Training (VILT)

FOUNDATIONAL
≥ 1 year relevant 
ETM experience
TOTAL TRAINING 

HOURS = 40

PRACTITIONER
≥ 4 years 

relevant ETM 
experience

TOTAL TRAINING 
HOURS = 69

CENG 003
Artificial Intelligence 

Foundations for the DoD

ACQ 1010
Fundamentals of System 
Acquisition Management

ETM 1050
Design Considerations 

Fundamentals

ETM 1010
Leading Change 
Fundamentals

ETM 1060
Product Realization 

Fundamentals

ETM 1020
Mission & Systems Thinking 

Fundamentals

ETM 1070
Digital Literacy 
Fundamentals

ETM 1030
Requirements Definition & Analysis 

Fundamentals

ETM 1080
 Software Literacy 

Fundamentals

ETM 1040
Technical Management 

Fundamentals

ETM 1090
Technical Perspectives on Defense Contracting 

Fundamentals

ETM 2010
Leading Change 
for Practitioners

ETM 2060
Product Realization 

for Practitioners

ETM 2050
Design Considerations for 

Practitioners

ETM 2020
Mission & Systems 

Thinking for Practitioners

ETM 2070
Digital Literacy for 

Practitioners

ETM 2030
Requirements Definition & 
Analysis for Practitioners

ETM 2080
 Software Literacy 
for Practitioners

ETM 2040
Technical Management 

for Practitioners

ETM 2090
Technical Perspectives on Defense 

Contracting for Practitioners

IN
 D

EV
EL

O
PM

EN
T

CENG 005
Fundamental Mission 

Engineering

CENG 008
Software Engineering 

Intermediate

CENG 028
Intermediate Digital 

Engineering

CENG 031
Basics of DoD Software 

Management

CENG 032
Intro to DevSecOps 
Employed in DoD

CENG 033
Strategic Planning for DevSecOps 

Implementation

CENG 034
DevSecOps Continuous 

Development in DoD

CENG 035
DevSecOps Continuous 

Delivery in DoD

7

CENG 016
Intermediate SE 

Requirements & Architecture

CENG 017
Intermediate SE 

Management

CENG 018
Intermediate SE 

Product Development

CENG 036
Modern Software Config Mgmt 

Strategies

CENG 037
Securing the DevSecOps 

Pipeline

Digital Focused Training

CCYB 003
Fundamental Secure Cyber-

Resilient Engineering

CCYB 004
Intermediate Secure Cyber-

Resilient Engineering

CENG 013
Technology Portfolio 

Management
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T&E Certification Training and Credentials
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T&E CERTIFICATION TRAINING

AV
AI

LA
BL

E

Green = Online Training (OLT)  /  Blue = Virtual Instructor-led Training (VILT)

FOUNDATIONAL
≥ 1 year relevant 
T&E experience
TOTAL TRAINING 

HOURS = 40

PRACTITIONER
≥ 4 years 

relevant T&E 
experience

TOTAL TRAINING 
HOURS = 134

ACQ 1010
Fundamentals of System Acquisition Management

TST 1100
Intro to Systems Engineering for Testers

TST 102
Fundamentals of Test and Evaluation

ACQ 2020
Intermediate Systems Acquisition, Part A

TST 2100
Applied Systems Engineering for Testers

ACQ 2030/V
Intermediate Systems Acquisition., Part B

CLE 030
Integrated Testing

TST 2040/V
Test and Evaluation for Practitioners

T&E CREDENTIALS

IN
 D

EV
EL

O
PM

EN
T

CTST 001
Applying Scientific Test and Analysis Techniques (STAT)

CTST 002
Cyber T&E Fundamentals

CTST 003
Cyber T&E Intermediate

CTST 005
T&E of Artificial Intelligence

CTST 006
T&E & Tracking Reliability

CTST 007
T&E of Software

CTST 008
Evaluating Data

CTST 009
T&E Strategy Development & Planning

CTST 014
Test Event Planning & Execution

Digital Focused Training
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Modernizing Talent Identification: DoD Work Roles

A Work Role is a collection of competencies and 
knowledge, skills, abilities, and tasks (KSATs). 

Work Roles describe the “hats” employees wear in 
their day-to-day duties. They build upon existing 
talent management structures and are used in 
conjunction with the existing workforce identifiers 
(e.g., Occupational Series).

WHAT IS A WORK ROLE? 

IT 
(Cyberspace)Cybersecurity

Cyberspace 
Effects

Intelligence 
(Cyberspace)

Cyberspace 
Enablers

Software 
Engineering

Data/AI

OPR: DoD CIOOPR: DoD CIOOPR: DoD CIO

OPR: PCA

OPR: USD(R&E)

OPR: USD(I&S)

OPR: CDAO

• Helps DoD recruit, train, 
educate, and retain a 
qualified workforce

• Describes the work 
performed by individuals

The DoD work roles 
framework expanded beyond 

cyber to include software 
engineering, artificial 
intelligence, and data.

More to 
come!
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Software Engineering Work Roles

Software 
Developer

103 KSATs

DevSecOps 
Specialist 

85 KSATs

Product 
Designer User 
Interface (UI) 

29 KSATs

Software T&E 
Specialist 

84 KSATs

Product 
Manager

52 KSATs

Service 
Designer User 

Experience (UX) 

32 KSATs

Systems 
Security Analyst

105 KSATs

Software/Cloud 
Architect 

47 KSATs

Personnel who manage and identify program high-level technical specifications, which may include, application design, 
development, testing, deployment, cloud computing strategy and adoption, and integration of software applications into 

a functioning system to meet requirements.
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Software Engineering Work Roles Approach

Create 
Software 

Engineering 
Work Roles

Support DoD 
Components 
with coding 

activities

Collect data and 
utilize for workforce 

planning and 
development needs 

Maintain and 
update work 

roles for 
relevancy

Future plans include exploring work roles for additional workforce functions 
(e.g., systems engineering, digital engineering)

Create and maintain visibility into where DoD software engineering work is performed to customize and 
target workforce activities to billets (e.g., recruitment, training, development, and retention).
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Notional Software Engineer Example

Occupational Series
(OPM Driven)

Work Roles
(Agency Driven)
• Expanded to include Software Engineering 

and Data/AI

• (628) Software/Cloud Architect
• (653) Data Architect
• (625) Product Designer User Interface (UI)

Position
(Agency Driven)

Software Engineer

0854, Computer Engineering

ETM Practitioner Certification Category 
(Agency Driven)

Artificial Intelligence Foundations in the DoD

T&E of Software

Functional Area Credentials 
• Selected based on position and skill set 

needed
• Can be taken concurrently with certification 

training

Interdisciplinary Credentials 
• Selected based on position and skill set 

needed
• Can be taken concurrently with certification 

training

SW Engineering Advanced

Intermediate SE Requirements & Architecture

Then… Now…

Limited Relevant Specialty Training

Software Engineer

0854, Computer Engineering

Engineering Level III

Core Plus
• Selection of individual courses based on 

broad position categories

Occupational Series
(OPM Driven)

Position
(Agency Driven)

Certification Category 
(Agency Driven)

Work Roles
(Agency Driven)
• Limited to Cyber only

• (621) Software Developer
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Key Resources

For a summary of SE&A workforce development efforts, visit https://www.cto.mil/sea/info-sheets/

https://www.cto.mil/sea/info-sheets/
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Office of Systems Engineering and Architecture
osd-sea@mail.mil | Attn: Workforce

https://www.cto.mil/sea/

Contact

October 2024

mailto:osd-sea@mail.mil
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