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* INTRODUCTION
 RESEARCH METHODOLOGY

* ANALYSIS
* RESULTS / CONCLUSION

Today’s Goal: To communicate the importance of illustrating ways for
enhancing current approaches that assess USCYBERCOM's measures of
excellence (MOEs) that consider human systems integration (HSI) to keep
pace with the evolving cybersecurity threats landscape to support
warfighters and the systems they use.

Approved for Public Release Page 4 of 16



Introduction: Overview Topics

» MOFE’s: Evaluates how well an organization or system is meeting goals
> Supply Chain Management (SCM) Life Cycle & Scaled Agile Framework (SAFe)

» Evaluation of 5 Frameworks = CYBER DEFENSE READINESS
FRAMEWORK: Risk Management Framework (RMF), Cybersecurity Maturity
Maturation Certification (CMMC), National Institute of Standards
Cybersecurity Framework (NIST CSF), International Organization for
Standardization/International Electrotechnical Commission (ISO/IEC
27001:2013) — Information Security Management Systems, and the Center for
Internet Security Controls (CIS)

> Upskilling, Retaining & Recruiting Cyber Talent

» Today's talk highlights USCYBERCOM, however the Cyber Defense Readiness
Framework supports the mission of cyberspace defense that includes all DoD

Approved for Public Release Page 5 of 16



Discussion: Human Systems Integration (HSI)

HSI: Optimizes the relationship between humans and
systems to enhance overall performance and safety.

USCYBERCOM

1. Cybersecurity Tools

2. Incident Response Systems
3. Training and Simulation

4. Human-Machine Teaming
5. User-Centered Design

HSI ensures that military personnel and cyber
operators can perform their duties effectively and
safely which enhances mission success metrics.

Military and Armed Forces

1. Ergonomic Equipment Design
2. Cockpit Design

3. Training Simulators

4. Decision Support Systems

5. Communication Systems

SPACE LINK USER GROUND
Command Intrusion Spoofing Phishing Hacking
, , Out of Date / -
Payload Control Denial of Service (DoS) Unpatlz h(; p S?) fetware Hijacking
Denial of Service (DoS) Malware Ransomware Malware
Malware Social Engineering
Malware
Figure 1.
Common Cyber-Attacks to Segments
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Research Methodology

>

Problem Statement: Cyber supply chain security involves securing critical
infrastructure and assets. Key risks include ransomware attacks, security breaches,
malware infections, process disruptions, and intellectual property theft due to
unprotected devices throughout the supply chain.

Research Approach: Compares 5 cybersecurity frameworks to USCYBERCOM's
method of assessing MOEs that aim to meet command objectives.

Research Scope: Compares MOEs of USCYBERCOM to the KPIs of the private sector.

Goal: To examine the way that the private sector assesses KPIs to see how it can
enhance current methods that USCYBERCOM uses for assessing MOEs. Combining
frameworks identifies best practices and methods for fortifying the cybersecurity
posture of USCYBERCOM operations.

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
Training (PAE&T) of USCYBERCOMS's Existing Assessment Framework | PRESENTER: ASSOCIATE PROFESSOR LORI D. COOMBS, MBA, MSE
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Comparing Assessment Frameworks and Cybersecurity Standards

Framework(s) Action/Method Objective Input MOEs
Establish risk t capabilities that , : : .
RMF & Cybersecurity Risk SRR managemeg cap.a > .a : Measure the risk reduction efficiency. Notable Metrics:
ensure the defense of national interests in  Risk assessments .. . .
CMMC Manage ment number of threats mitigated and incident response times.
cyberspace.
Cvh " Ensure that cybersecurity capabilities Measure maturity improvement over time (e.g., Level of
CMMC yl\;;:s:iltm y grow over time, and systems are Maturity level assessments compliance with ISO/IEC 27001:2013, improvements in
y progressively hardened. CMMC maturity scores).
NIST CSF Incident Detection & Ensure early detection of adversarial Implement the NIST-5: Detect and Measure Mean Time to Detect (MTTD), Mean Time to
Response activities and fast response. Respond actions Respond (MTTR), and post-incident recovery times.
Use CIS Controls baseline fi Depl licati g, . : L
Cybersecurity Best se. (.)n ob 85 & base e 1O PRy ap.p “ IO?S (g ., Determine the compliance rate with highest CIS Controls.
CIS Controls ) continuous improvement and address the  configuration settings, vulnerability . s
Practices e Measure the reduction in vulnerabilities.
most frequent vulnerabilities. management, etc.)
Operational Improve the coordination of cyberspace  Implement interoperability e
. o Coordmation time between USCYBERCOM, partners, and
NIST & RMF  Coordination and  operations within and between U.S. and  assessments and process . . P
. . . o the frequency of joint operations.
Integration international partners. coordmnation efforts
Table 1.

Exploring Frameworks to Collectively Assess Cyber Posture for USCYBERCOM

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
Training (PAE&T) of USCYBERCOMS's Existing Assessment Framework | PRESENTER: ASSOCIATE PROFESSOR LORI D. COOMBS, MBA, MSE
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STEP 1: INPUTS STEP 2: PROCESS STEP 3: OUTPUTS

Risk Assessments: / Measures of Effectiveness (WMOEs):

Amalyze risks and assess - Results in a reduced number of cyber-attacks.

Analysis

Measures of Effectiveness (MOESs):
- Results in a Maturity Level increase (e.g..

Maturity Levels: Lewvel 1 rises to Level 2).

CMMC 1 Compare current compliance
methods to best practices '
Measures of Effectiveness (MOESs):
Cbyer - Results in improving the time to detect and
Defense respond to incidents.
Readiness Threat Detection & Response: ]
Framework NIST Use detection tools and o _J
implement response tactics J / \
Measures of Effectiveness (MOEs):

- Results show high rates of compliance with
Information Security Management System
(ISMS) standards by identifying risks and
defining how to mitigate them.

- Protection from breaches. external threats

Flgure 2 ° and vulnerabilities occurs.

A High-Level > <

Taxonomy Ofthe / Measures of Effectiveness (MOEs): \

- Results show high rates of compliance due

CIS Compliance & Configuration: to regular vulnerability scans. and mitigating
Cy ber D ef ense Controls Apply i—_ﬂdUST_TY standa_rds and best potential threats across networks due to
R ea dln ess practices like patching cycles regular patching of applications systems.

assets. and critical infrastructure.

F’,. anmewor k - Inventory assets are documented.
- Low amounts of elevated privileges are
given.

- User access controls and security policies
are well documented.

N /

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
Training (PAE&T) of USCYBERCOMS's Existing Assessment Framework | PRESENTER: ASSOCIATE PROFESSOR LORI D. COOMBS, MBA, MSE
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STEP 1: INPUTS STEP 2: PROCESS STEP 3: OUTPUTS |

'\
Anal S i S Risk Assessment: Measures of Effectiveness (MOEs):
y Vulnerability Data Management - Results in a reduced number of cyber-attacks.
y,
/ Actors: \ / Process: Analyze Risks & \ / Actors: \
- Cybersecurity Assess the Effectiveness of - Incident Response Team: Continuously
Amnalysts: Obtain data on Mitigation Tactics monitor for cyber threats using intrusion
risks and vulnerabilities detection tools.
Cbyer - Risk Management - Cybersecurity Analysts:
Defense Team: Assess risks per Assess vulnerabilities and assign MONTHLY / QUARTERLY:
Readiness the RMF risk values. - Cybersecurity Analysts and the Risk
Framework - Incident Response - Risk Management Team: Management Team formally document if the
Team: Monitors and Triages vulnerabilities list. number of cyber attacks have decreased by
responds to incidents - System Administrators: reviewing incidents. the number of
R - System Apply patches. configuration attempted attacks. and system breaches.
Flgure 3. Administrators: Mitigate changes. and institute \ /
by patching. applying segmentation on vulnerable
configuration changes to systems.
Cyber DefenSe systems and networks - Compliance Officers: Enforce
. - Compliance Officers: that mitigations are following
Re ad mness Enforce regulatory and industry standards. ﬂy Measures of Effectiveness (MOEh
. industry standards
Framework.‘ RlSk \ / \ / Quantitative Metric:
I - Before mitigation: 10 successful cyber-
Management / \ attacks in the last 30 days.
Activities: - After mitigation: 3 successful cyber-
F ramewo ]/'k ( R M F) _ Cybersecurity attacks in the next 30 davs.
Analysts: Use Result: 70%% reduction in successfiil cyber-
vulnerability scanners to attacks

log vulnerabilities within a
network or system on
outdated software
versions. weak passwords.
open ports. etc.

- Risk Management Team:
Identifies potential

vulnerabilities impacts on
national security. critical
st or proprietary data. /

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
Training (PAE&T) of USCYBERCOMS's Existing Assessment Framework | PRESENTER: ASSOCIATE PROFESSOR LORI D. COOMBS, MBA, MSE
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Analysis

STEP 1: INPUTS

Cbyer
Defense
Readiness
Framework

Figure 4.

Cyber Defense
Readiness
Framework: CMMC

CMMC

CMMC Maturity
Assessment:

Actors / Activities:
- CMIMC Compliance
Officer: Manages the
scheduling and owverall tasks for
the CMMC maturity
assessment.
- Cybersecurity Team:
Reports status of cybersecurity
practices. policies. and controls
to the CMMC Compliance
Officer.
- Third-Party Assessor:
Anudits per the CMMC
framework to ensure the
cybersecurity practices and
procedure reach a high maturity
level for access control. system
security. risk management and
incident response.

- Level 1: Baseline of
compliance. Protects Feed
Contract Info (FCTI).

- Level 2: Protects Controlled
Unclassified Information
(CUI).

- Level 3: Reduces
vulnerabilities associated with
advanced persistent threats
(APTs).

- Level 4: Enterprises improve
per gap analysis and inform
leadership.

- Level 5: Reduces both CUI
and mitigates risk of APTs.

STEPFP 2: PROCESS

Risk Assessment:

Process: Align Current
Cyber Posture to Comply
with Industry Best
Practices

- Third-Party Assessor:
Apply patches.
configuration changes. and
institute segmentation on
vulnerable systems.

*Lewvel 1 applies to
safeguarding basic Federal
Contract Information (FCI)
(e.g.. basic access control)

*Lewvel 2 applies to
safeguarding Controlled
Unclassified Information
(CUI) (e.g.. complex
configurations. incident
response and patching)

- Risk Management
Team: Supports the Third-
Party Assessor with the
gap analysis results for
improvements.

- Cybersecurity Team:
Responds to deficiencies
by implementing updates
and new process. (e.g..
implement multi-factor
authentication (MFA) if a
gap has been identified in
access controls.

STEP 3: OUTPUTS |

_/ Measures of Effectiveness (MIOEs): \

- Results in an increase in Maturity Level.

Actors / Activities:
- CMIMC Compliance Officer: Enforces
teams to institute changes identified in the
gap analysis provided by the Third-Parth
Assessor.
- Third-Party Assessor: Reviews the
updated policies and practices to determine
if the enterprise meets the Level 2
(Intermediate Cyber Hygiene) level.

Key Measures of Effectiveness (MOESs):

Quantitative Metric:

- Before CMMC Assessment: The current
Levwvel 1 rating was earned per audit
findings.

- After CMIMC Assessment: The CMMC
Compliance Offer institutes improvements
provided in the gap analysis and it meets
Level 2 requirements within the next 90
davs.

Result: The enterprise earns a CIVIMC
Level 2 certification which indicate an
intermediate cyber hygiene level for
complying with industry best practices for
protecting CUI.

_/
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Analysis

STEP 1: INPUTS

Cbyer
Defense
Readiness
Framework

Figure 5.

Cyber Defense
Readiness
Framework: NIST
CSF

STEP 2: PROCESS

Institute Detection Tools and ] /

Detection & Response Management

Response Policies: J

/ NIST CSF's Detect and \

Respond Activities:

Actors / Activities:

- SOC Analysts: Handles
network and system tasks to
detect security incidents.
- Network Engineers: Mitigate
incidents once detected.
- System Administrators:
Configure security monitoring
on systems.
- Incident Response Team
(IRT): Responds to incidents
when they occur.

- Certified Information
Security Officer (CISO):
Audits per the CMMC
framework to ensure the
cybersecurity practices and
procedure reach a high maturity
level for access control, system
security, risk management and
incident response.

leadership.

-

/

/Process: Align Current\

Cyber Posture to Comply
with Industry Best
Practices

- SOC Analysts: Monitor
alerts that detection tools
provide. Use SIEM to
determine the source of
brute-force attacks (e.g..
shows IP addresses).
Review system logs and
endpoint alerts to verify
that failed login attempts
are due to a compromised
credential or attacker
internet protocol (IP).

- Incident Response
Team (IRT): Supports the
SOC Analysts triage alerts
using NIST SP 800-61
incident response
procedures to segment the
incident.

- System Administrator:
Responds to affected
systems by segmenting
compromised endpoints. or

STEP 3: OUTPUTS

Measures of Effectiveness (VM[OEs):
- Results in an improved time to 'Detect and
Respond to Incidents' metric.

)

|
/ Actors / Activities:

- CISO: Once the incident is remediated. the
CISI documents the 'Time to Detect' and the
'Time to Respond' to the cyber threat to
ensure they align with the NIST CSF Detect
and Respond activities.

- SOC Analysts & IRT: Review the event
and seek to enhance approaches, processes
and upgrade tools to strengthen
cybersecurity posture.

\disabling accounts to help /

-

Quantitative Metric:

- Time to Detect: The time it takes from the
start of the attack to end. (e.g. 45 minutes)

- Time to Respond: The time it takes from
detection to when the IRT resolves the
issue. (e.g.. 1 hour)

Result: Time to Detect = 45 minutes

Time to Respond =1 hour

N

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
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STEP 1: INPUTS STEP 2: PROCESS STEP 3: OUTPUTS

ISM Maintenance and Measures of Effectiveness (MOEs): \

A l = ISO/MEC
na yS 1 S 2700:2013 Improvement: - Results in high compliance ratings during
ISMS audits
I
/ CMMC Maturity \ /PI'OC‘:‘SS: Align Current\ / Actors / Activities: \
Assessment: Cyber Posture to Comply - CISO: Reviews audit findings and the
with Industry Best effectiveness of the ISMS. Determines if the
Actors / Activities: Practices risk treatment plan is being adhered to.
Cbyer - CISO (Chief Information - Compliance Officer: Reviews internal and
Defense Security Officer): Enforces - The CISO is responsible external audits to ensure the enterprise is
Readiness security policies. risk for leading efforts to compliant with ISO/IEC 27001:2013.
Framework management. and secure data ensure the enterprise is - Internal Auditors and External
assets to keep enterprises staying compliant. Auditors: Provide performance feedback on
aligned with the ISO/IEC - The Risk Management risk treatment plans adherence.
. 27001:2013 standard. Team is held accountable
Flgure 6. - Information Security Team: for reviewing a quarterly \ /
Works as a team to comply risk assessment and |
Cy ber Defe nse with security control rules that patching outdated systems
meet ISO/IEC 27001 regularly. .
R ea dln ess guidelines. - Internal Auditors audit Key Measures of Effectiveness (MOES):
- Risk Management Team: incident reports and review
Framewo }"k N Identifies and responds to cyber risk plans regularly. Quantitative Metric: ]
threats and vulnerabilities - Before Improvement: The enterprise
( L S O/ '[E C ) - Internal Auditors: Conduct identified 10 risks in the last quarter to fix..
internal audits of the ISMS to 8 have been implemented which results in
27001:2013 — ensure compliance with compliance meeting 80%.
. ISO/EC 27001:2013 - After Improvement: The Risk
InfOI"matZOn - Compliance Officers: ?\gana%‘ercrllemk"feaiq :—iddreslsed the plalll_s for
. Manage the enterprises cyber identified risks which results in compliance
Securi ly posture to be in compliance meeting 100%. - }
Managemem‘ with ISO/IEC 27001:2013. Result: Compliance Rate: = 100%. All risk
treatment plans are fully implemented. The
enterprise is compliant with ISO/IEC

Systems \ 27001:2013.
\_ AN NS —/
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Analysis

STEP 1: INPUTS

/

Cbyer

Defense
Readiness
Framework

Figure 7.

Cyber Defense
Readiness
Framework: Center

for Internet Security
(CIS) Controls

-

STEP 2: PROCESS

Strengthen Cyber Posture: ]

STEP 3: OUTPUTIS

‘s ™\
/ Measures of Effectiveness (M OEs):

Software Patching

(Software Patching):

Actors / Activities:
- Chief Information Security
Officer (CISO): Enforces tasks
related to CIS Control 3
(continuous vulnerability
management) that includes
patching.
- System Administrators &
the IT Support Team develops
the patching schedule and
deploys them to infrastructure
like applications, network
devices and operating systems.
- Security Analysts:
Communicate vulnerabiities to
System Adminstrators for
patching.
- IT Support Team: Verifies
that patches were successfully
applied. The team documents
and tracks the process.

*CIS Control 3.4: Ensure
patches are applied every 30
days to address vulnerabilties.

Implementation \

/Process: Align Current\

Cyber Posture to Comply
with Industry Best
Practices

- System Administrators:
Apply patches,
configuration changes. and
institute segmentation on
vulnerable systems.

- Security Analysts: Scan
systems for vulnerabilties
to confirm what needs
patching.

-IT Support Team:
Works wit the System
Adminstrators to restart the
system after the patching
cycle and coordinates the
patching process to
ehnance the end-user
experience.

System Adminstrators:
Work with the IT Support
Team to develop a
consistent patching
schedule per the CIS
Controls guidance.

/

- /

- Results 1 an increased rate of CIS Controls

.

vy

compliance

/ Actors / Activities:

- CISO: Oversees the patching cyle to learn
areas to improve and ensure teams are in
compliance with CIS Control 3 which is for
continous vulnerabiilty management.

- Compliance Officers: Audit the enterprise
to ensure patching cycles follow deadlines

\and meet compliance per CIS Controls.

\

/

ﬂy Measures of Effectiveness (MOER

Quantitative Metric:

- Before Patching: Out of 500 systems, 90
systems have unpatched critical
vulnerabilties. which translates to 18% if
systems out of compliance with CIS
Control 3.

- After Patching: 490 out of 500 systems
are now fully patched. 10 systems remain
non-compliant which translates to 98% of
system being in compliance with the CIS
Controls patch guidelines.

Result: Commpliance Rate: 98% with CIS
Control 3.

*Evaluates an enterprises's patching cycle
to verify that performance and adherance to

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
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Results / Conclusion

Today’s Goal: To examine the way that the private
sector assesses KPIs to see how it can enhance
current methods that USCYBERCOM uses for
assessing MOEs. Combining frameworks identifies
best practices and methods for fortifying the
cybersecurity posture of USCYBERCOM operations.

Results: Success! Research supports that the
methods which the private sector uses can be
integrated as an assessment approach for
USCYBERCOM to enhance cyber operational
effectiveness.

Future research supports: Upskilling / Retaining /
Recruiting Cyber Talent, National Security and
Defense, as well as fortifying US cybersecurity
posture as the cyberthreat landscape evolves.

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
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Thank You! | Questions?
LORI D. COOMBS, MBA, MSE

—n T 1_.'.:;

i

A\
i

()
¥ © &

Science.Technology.Engineering. Art.Math
l ByHIgIneering Science.Technology. Engineering. Art. Math

https://wwcapmgmt.com https://wwcmacademy.org https://cyberjobs.world

contact@wwcapmgmt.com contact@wwcmacademy.org contact@cyberjobs.world

LinkedIn: https://www.linkedin.com/in/lori-d-coombs/
MARYMOUNT UNIVERSITY: LDC72459@marymount.edu
UNIVERSITY of ARIZONA Global Campus: Lori.Coombs@faculty.uagc.edu
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BACK-UP SLIDES

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
Training (PAE&T) of USCYBERCOMS's Existing Assessment Framework | PRESENTER: ASSOCIATE PROFESSOR LORI D. COOMBS, MBA, MSE

Approved for Public Release Page 17 of 24



Acronym / Term Dellnltlon / Meaning

Al Artificial Intelligence

ART Agile Release Train

C6ISR gommanfl ﬁntrol Caomms, Computgr& C%/)ber—.Defense, Combat
stems, [ntelligence, SUrveillance and Recbnnaissance

CIS Center for Internet Securlty

CISO Chief Information Security Officer

CMMC Cybersecurity Maturity Model Certification

CcO Command Operations

CSF Cybersecurity Framework

DoDIN Department of Defense Information Network

EDR Endpoint Detection and Response

GPS Global Positioning System

IDS/IPS Intrusion Detection/Prevention Systems

IRT Incident Response Team

ISMS Information Security Management System

IP Internet Protocol

JCIDS Joint Capabilities Integration and Development System

Evaluating the Measures of Effectiveness (MOEs) Associated with Human Systems Integration (HSI), Personalized Assessment, Education, and
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Key Terms
Acronym / Term Definition / Meaning

JCIDS Joint Capabilities Integration and Development System (JCIDS)
KPI Key Performance Indicator

MFA Multi-Factor Authentication

MIL-STD Military Standard

ML Machine Learning

MOE Measure of Effectiveness

MTBF Mean Time Between Failures

MTTD Mean Time to Detect

MTTR Mean Time To Respond

NIST National Institute of Standards and Technology
RMF Risk Management Framework

ROI Return on Investment

SAFe Scaled Agile Framework

SIEM Security Information and Event Management
SOC Security Operations Center

USCYBERCOM United States Cyber Command

WSUS Windows Server Update Services
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Table 1. Exploring Frameworks to Collectively Figure 1. Common Cyber-Attacks to Segments
Assess Cyber Poster for USCYBERCOM
Figure 2. A High-Level Taxonomy of the Cyber Defense Readiness Framework
Figure 3. Cyber Defense Readiness Framework: Risk Management Framework (RMF)
Figure 4. Cyber Defense Readiness Framework: Cybersecurity Maturity Maturation Certification (CMMC)
Figure 5. Cyber Defense Readiness Framework: NIST Cybersecurity Framework (CSF)

Figure 6. Cyber Defense Readiness Framework: (ISO/IEC) 27001:2013 — Information Security Management Systems

Figure 7. Cyber Defense Readiness Framework: Center for Internet Security Controls (CIS)
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